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 Abstract 

  

 Money is clearly a

   p

   rimary n

   eed o

   f e

   very h

   uman b

   eing t hat c

   annot b

   e a

   voided, h

   uman 

 needs  can  be  realized  by  using  money.  Seeing from the lack of systematic literature review papers  discussing  cryptocurrency,  this  is  a  chal enge  as  wel   as  the  main  purpose  of  this paper. Along with the development of modernization a   nd g

   lobalization w

   hich h

   as n

   ow e

   ntered 

 the  industrial  era  4.0  revolution  there  is  a  blockchain  based  technology,  Cryptocurrency. 

 Cryptocurrency  is  one  of  the  developments  of  the  blockchain  that  is  often  used  as  a decentralized digital currency. The word Cryptocurrency means a virtual currency t hat h   as n

   o 

 physical  form,  and  Cryptocurrency  also means that the transaction currency cannot be seen and is s

   afe. T

   his d

   igital c

   urrency h

   as m

   any t ypes s

   uch a

   s B

   itcoin, E

   thereum, L

   itecoin, M

   onero, 

 and  many other types. Although it has no physical form, this currency functions the same as conventional  currencies  in  general  and  has  an  exchange  rate.  Exchange  rates  on Cryptocurrency  fluctuate  which  means  unexpected,  this  is  often  exploited  by  traders. 

 Cryptocurrency transactions in the form of f orwarding f rom o   ne i ndividual t o a

   nother i ndividual 

 online, therefore they deal directly w

   ithout a

   t hird p

   arty. E

   very t echnology h

   as a

   dvantages a

   nd 

 disadvantages  aside  from  efficiency  and convenience, Cryptocurrency has the disadvantage of  not  having  the  authority  responsible  for  dealing  with  al   problems  that  occur  in  al transactions,  and  money  laundering  crimes  also  often  occur,  this  is  a  chal enge  for  how  to utilize Cryptocurrency and blockchain technology in the current era of globalization. 
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1. Introduction 

In  the  early  1990s,  the  internet  was  a  new  thing,  and  many  people  stil   tried  to understand  and  struggle  to  dominate  the  internet.  Even  though  the  internet  is  a  new  thing, there  is  stil   a  group  of  smart  people  who  already  understand  the  internet  wel   and  final y realize that the internet can be a very p

owerful t ool. T

his g

roup o

f g

eniuses c

al ed t hemselves 

Cypherpunks.  Cypherpunks  is  a  group  formed  in  the  early  1990s  formed  by  cryptographic activist groups. This group was founded by Timothy May, Eric Hughes, a nd J

ohn G

ilmore [ 1]. 
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They held face-to-face meetings aimed at discussing privacy issues on the internet, a nd t hey 

wished  for  internet  and  computer  users  to  get  privacy  freedom  about  personal  data  and greater  freedom  over  their  money  by  using  cryptography,  therefore  Cypherpunks  who  very does not trust the existence o

f a

t hird p

arty o

n t he i nternet. B

y u

sing c

ryptography, t heir d

esire 

to achieve this is increasingly achieved, this is b ecause t he C

ypherpunks g

roup s

ucceeded i n 

making  open  source  software  that  they  spread  throughout  the  world  and  also Timothy May published his writings "The Crypto Anarchist M

anifesto" w

hich c

ontains h

ow t o c

hange p

eople 

to interact online using technology [2]. Because Cypherpunks wanted to increase t heir p ower 

over  money,  Cypherpunks  aimed  at  creating  a  digital  currency  system.  It  is  not  only  the Cypherpunks group that wants to r

ealize t he i mplementation o

f d

igital c

urrencies b

ut t here a

re 

two other groups, namely DigiCash and CyberCash. DigiCash w as a

g

roup i n t he e

arly 1

990s 

that  also  tried  to  implement  a  digital  or  electronic  currency system led by David Chaum [3], while  CyberCash  was  an  electronic  shopping  service  center  in  1994,  headed  by  Daniel  C. 

Lynch.  These  two  groups  almost  fil ed  al   elements  of  cryptocurrency  but  not  al   of  them caused  chaos  in  the  late  nineties  which  caused  these  two  groups  to fail. The decentralized cash system was final y created for the first t ime i n 2

009, S

atoshi N

akamoto i s t he m

ysterious 

name  of  their  group  that  succeeded  in  creating  a  cash  system  and  the  creation  of  Satoshi Nakamoto is known as Bitcoin. 





2. Research Method 

The Systematic Literature Review method aims to col ect, identify, and interpret a l o

f 

the research that has been done to answer some questions from the research that has b een 

done.  In  searching  for  relevant  studies,  guidelines  from  Barbara  Kitchenham  are  a  suitable step for this research method. These steps wil  be divided into the fol owing sub sections: 2.1 Research question  

The focus of t his r

esearch q

uestion i s c

entered o

n 3

c

hal enges a

nd o

bstacles t hat w

il  

be faced or are being faced in using Cryptocurrency: SQ1: What chal enges wil C

ryptocurrency u

sers f ace i n d

etermining t he v

alue o

f b

itcoin o

r t he 

other? SQ2: I s i t p

ossible t o s

ecure a

l t he s

tored d

ata w

ith b

lockchain t echnology? S

Q3: D

oes 

Cryptocurrency affect the economy in Indonesia? 



2.2 Search Strategy   

Searching by using tags and keywords is a

s

trategy c

arried o

ut t o s

earch f or s

cientific 

papers related to this research. In Google Scholar, t he t ags a nd k

eywords t hat w

e a

re l ooking 

for  are  "Cryptocurrency",  "blockchain", "bitcoin", and "digital money" searches of al  scientific works  related  to  this  research  do not look at the quality and year of publication, al  scientific works that are related to this research were downloaded and put together. S

ome a

rticles a

nd 

report results are also what we are looking for in this research. 



2.3 Literature review 

In  this  section  is  an  explanation  of  the  concepts  and  theories about Cryptocurrency and blockchain which have several implementations that have been applied. 



a. Cryptocurrency   

Cryptocurrency is a technology that utilizes blockchain, one of w hich i s d

igital m

oney, 

electronic money, or virtual money that is in c

ommon w

ith m

oney i n t his w

orld a

nd t his m

oney 

has  no  physical  form  [4].  By using this blockchain technology can make al  transactions that occur  become  very  transparent  and every existing data wil  relate to one another, and every existing data has one user within the scope of the cryptocurrency system [5]. 



b. Basic Concepts of Cryptocurrency  
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Cryptocurrency  of  course  also  has  seven  basic  provisions  so  that a Cryptocurrency occurs  



Figure 1. Basic concepts of cryptocurrency 



Digital:  Cryptocurrency  is  only  in  the  computer.  Not  in  the  form  of  coins,  notes  or  other tangible things. 



Decentralized:  Cryptocurrency  does  not  have  a  central  server  or  primary  computer. 

Cryptocurrency  is  channeled  through  network  media  (usual y)  thousands  of  computers.  A network that does not have a central server can also be cal ed a decentralized network. 



Peer-to-Peer: Cryptocurrency is connected through one individual which wil  be forwarded t o other  individuals  online.  In  Cryptocurrency  there  are  no  third  party  terms  so  users  interact directly without other parties such as banks, Facebook and PayPal. 



Username: This means that we n

o l onger n

eed t o i nclude o

ur p

ersonal i nformation i n o

rder t o 

become  a  condition  of  using  cryptocurrency, so that anyone without providing personal data can stil  use cryptocurrency. 



Without  trust:  Cryptocurrency  users  want  freedom  in  control ing  their  personal  data  and money, so having a third party can hamper the Cryptocurrency process. 



Encrypted:  Al   users  wil   be given a special code where the code can protect their personal data  so  it  is  almost  impossible  to  be  hacked  by  other  users, this can also be referred to as cryptography. The definition of crypto has the meaning of being hidden, t he p rocess o

f h

iding 

al  the user's personal data using cryptography is what is cal ed encryption Global:  Usual y  every  country  has  their  own  currency  known  as  fiat,  sending  currencies  to other  countries  or  the  whole  world  is  very  difficult.  This  problem  can  be  overcome  with Cryptocurrency.  Cryptocurrency  access  can  be  done  easily  so  that  Cryptocurrency  can  be sent to al  countries or the world easily because Cryptocurrency is a digital currency that h as 

no limits. 



c. Blockchain  

Satoshi  Nakamoto  was  the  first  Blockchain designer to be implemented into Bitcoin. 

Blockchain  is  a  digital-based  data  storage  system  that  contains  special  notes  through cryptography. These records are added to a database one by one so as to make a v

ery l ong 

series of data so that the blockchain can be said to be a linear chain/data chain [ 6]. A fter t he 
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record/data  is  entered  into  the  database  the  data  is  then  stored  and  cannot be changed or even deleted again. Al  data that has entered into the database w il b

e s

tored i nto a

c

omputer 

network that amounts to thousands of these things known as nodes. 





d. Bitcoin  

Bitcoin  is  a  new  currency  in  the  form of digital or electronic money. In 2009 Satoshi Nakamoto  was  the  name  for  a  pseudonym  who  introduced  Bitcoin  to  the  world  for  the  first time.  The  Bitcoin  transaction  process  does  not  recognize  third  parties  and  does  not  use intermediaries s

uch a

s b

anks o

r o

ther d

irect t ransactions [ 7]. T

he c

ryptographic m

ethod i s a

lso 

applied  in  this  Bitcoin  system.  Bitcoin  can  only  be  used  by  users  who  have  an  encryption code, so it is certain that only the owner can use the Bitcoin. 



3. Findings 

3.1 Problem 

In t his s

ection t here a

re t hree s

ubsections t hat w

il b

e a

n e

xplanation a

nd d

iscussion o

f 

the  problems  that  have  been  found  in  this  study.  The  first  subsection  wil   discuss  the common problems of Cryptocurrency users in m

aking t ransactions. T

he s

econd s

ubsection 

wil   discuss  data  security  by  utilizing  blockchain  technology.  The  third  subsection  wil discuss the role of legal institutions in dealing with the e ra o

f t he i ndustrial r

evolution 4

.0 i n 

the field of digital currency. 



1.  SQ1:  What challenges will Cryptocurrency users face in determining the value of bitcoin or the other? 

The price seems to be a very calculated thing i n t he p rocess o

f u

sing t his b

itcoin. T

he 

price of Bitcoin itself has a

s

elf-determined v

alue o

f a

l s

upply a

nd d

emand [ 8]. I f t he s

upply 

and  demand  for  bitcoin increases the value of bitcoin wil  also increase in value, and vice versa  if  the  supply  and  demand  of  bitcoin  is  declining  then  the  value  of  bitcoin  wil   also decrease  in  value.  Therefore  it  can  be  concluded  that  the  price  of  bitcoin  is  stil   very unstable and unpredictable due to their very young economy [9]. 



2. SQ2: Is it possible to secure all the stored data with blockchain technology? 

Since  2018,  the  rapid  increase  in  the  blockchain  industry  has  increased  to  30%, quoted  from  the  Executive  Director  of  the  Indonesian  Blockchain  Association  (ABI), Muhammad  Deivito  Dunggio.  According  to  him,  in  this  era,  many companies entered the world  of  blockchain  industry,  but  Deivito  or  often  cal ed  Oham  said  that  companies  that entered the world of blockchain i ndustry w

ere d

ue t o d

ata, b

ecause w

ith t he b

loc A

ccording 

to Oham, companies now are starting to compete as much as possible to col ect d ata, b

ut 

this  data  can  be  insecure  or  can  even  be  stolen  with  inadequate  security.  The  Oham blockchain has an excel ent data security system a pproved e

xample f rom t he B

itcoin B

lock 

Explorer  site  [10].  Real-time  transactions  al   over  the  world  contained  on  the  site  are recorded and everyone can check, the data is also public and c annot b

e m

anipulated [ 11]. 

Separate  data  security  issues  can  be  simulated  like  someone  wants  to see our account, everyone can see it because of the nature of transparency. But they c an't f ind o

ut w

ho t he 

account is owned by unless the a

ccount o

wner p

rovides t he e

ncryption c

ode. T

o b

e a

ble t o 

ful y a

ccess t he a

ccount, y

ou n

eed a

P

IN o

r p

rivate k

ey, t hen y

ou c

an a

ccess o

r t ransfer t he 

available balance [12]. So it c

an b

e c

oncluded t hat b

lockchain t echnology i s a

s

afe p

lace t o 

store  a  piece  of  data but behind it al  remains someone who has successful y hacked the blockchain  system  even  though  the  possibility  is  smal   so  that  the  blockchain  always updates their systems [13]. 
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3. SQ3: Does Cryptocurrency affect the economy in Indonesia? 



In  Indonesia  bitcoin  users  were  briefly  given  a  warning  from  Bank  Indonesia  to  no longer  invest  in  the  digital  currency  [14].  Volatility  and circulation of the bitcoin exchange rate  can endanger monetary, payment and financial stability in Indonesia according to the head  of  the  Bank  Indonesia  Payment  System  Policy  Department.  The  impact  of cryptocurrency in Indonesia on the economy also cannot be underestimated, this i s d ue t o 

the  existence  of  several  large  countries  such  as  Korea  and  Japan  that  have  legalized transactions  using  cryptocurrency,  this  is  what  makes  the  Indonesian  economy  have  a major  impact  from  the  use  of  this  cryptocurrency.  If  cryptocurrency  makes  these  big countries experiencing a food crisis, Indonesia wil  be affected as wel  [15]. 



3.2 Research Implementation 

a. Application of Cryptocurrency 

Cryptocurrency  transactions  basical y  have  the  concept  of  recording  al   history  that takes  place  throughout  the  network,  including  the  amount  of  balance  that  is currently being held  [16].  For  example,  user  A  has  made  a  transaction  that  has  been  confirmed  by  the recipient, then at that time t here w

as a

s

pread i nto t he b

lockchain n

etwork w

here a

l u

sers c

an 

see the transaction and the transaction has also been signed by sending a private k ey t o t he 

system digital y [17]. After the transaction is successful, the data wil  be stored in a c ontainer 

commonly known as blocks. Data stored in these blocks is permanent which means the d ata 

cannot be falsified, altered, or hijacked and later the series of blocks wil  create a unity [18]. 



b. Cryptocurrency threat 

As  a  substitute  for  conventional  currency,  of  course  in this case cryptocurrency has many  pros  and  cons.  The  quote  said  by  Mrs.  Sri Mulyani "Permanent Establishment wil  be threatened  by  digitization  (Crypto-red)",  therefore  parties  from  Bank  Indonesia  and  the Financial  Services  Authority  (OJK)  do  not  accept  and  acknowledge  that  crypto  is  a  legal payment instrument such as conventional money in g eneral, a

lthough c

rypto h

as a

v

alue [ 19]. 

The  security  of  cryptocurrency  that  utilizes  blockchain  technology  also  often  results  in  a downside  where  when  data  is  stolen  the  data  wil   never  be  returned  because  of  the blockchain,  unless  the  crypto  owner  invites other crypto users so that their searches can be approved. Meanwhile, Bank Indonesia explicitly s tated t he p

rohibition o

n u

sing c

ryptocurrency 

in  terms  of  transactions  so  that  cryptocurrency  payment  instruments  were  considered  legal and  not  recognized  [20].  Based  on  the  law  the  statement  relates  to  the  receipt  of  payment instruments which are valid in or accepted in Indonesia only by Rupiah. 





4. Conclusion 

In  lieu  of  a  banking  system  where  every  transaction  that  occurs  is  always supervised  under  the  supervision  of a bank, cryptocurrency is present as an eraser of al the  existence  of  third  parties  of  each  transaction  and  of  course  provides  freedom  of ownership  of  personal  data  without  having  to  think  about  the  existence  of  a  third  party. 

Therefore the c

onclusions o

btained f rom t his s

tudy a

re: C

ryptocurrency i s a

d

igital c

urrency 

that has no physical value but has value. Utilizing blockchain technology can i ncrease t he level  of  security  of  user  data.  The  value  of  Cryptocurrency  cannot  be  determined.  This cryptocurrency  is  a  decentralized  digital  currency.  That  is,  there  are no third parties who become  intermediaries  in  a transaction process. This cryptocurrency uses the Blockchain platform t o e

nsure i ts s

ecurity. B

y u

sing C

ryptocurrency, i t c

an b

e e

asier f or p

eople t o m

ake 

transactions  quickly  because  there  is  no  intermediary.  Data  data  on  Cryptocurrency  is stored permanently in the blockchain network, so that no other party can manipulate data. 
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