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 Abstract 

  

 Risk  management  is  useful  in  overcoming  various  problems  such  as  not  optimal business  processes,  the  company’s  reputation  down,  financial  loss,  or  bankruptcy  of  a company. I n t he a

   pplication o

   f i nformation s

   ystems, m

   ost o

   rganizations o

   r c

   ompanies h

   ave n

   ot 

 noticed the importance of information systems security as w   el a

   s t he a

   ssets a

   nd i mpacts t hat 

 arise.  For that, the risk management assessment is used in reducing the errors that occur in the  information  system  of  the  company's  business  processes.  The  risk  management assessment  is  applied  to  the  information  system  along  with  its  assets  in  evaluating  the possibilities  of  menaces  and  vulnerabilities.  The  Risk  management  assessment  analysis  is applied t o t he a

   cademic i nformation s

   ystem i n u

   niversities. T

   he r

   esult o

   f t he r

   isk a

   ssessment i s 

 the results of recommendations on the stages t hat n   eed t o b

   e d

   one i n p

   rotecting t he a

   ssets o

   f 

 information systems and information systems themselves. 

  

 Keywords:  Assessment; Risk management; Information Systems 

  

  



1. Introduction 

 

Lately, Information technology is often implemented to boost the business strategy i n a  company,  upgrade  the  business  processes  and  the  standard  of  services.  Information technology  in  its  application  often  carries  risks,  therefore  risk  management  should  be considered.  The  risk  management  assessment  is  used to reduce the damage that occurs in the information system of the company's business processes. I n b oth b

usiness a

nd a

cademic 

processes,  information  systems  are  used  as  supporters  to  improve  the  profit,  plans, promotion, communication, incorporation, a

nd s

mooth a

ctivities i n t he a

cademic.[1]. B

ut i n f act 

there  are  stil   a  few  educational  institutions  that  carry  out  a  risk  assessment in the ongoing information  system,  although  information  systems  are  important  in  a  business  process  at educational  institutions.  If  a  problem  arises  in  an  information  system,  it  wil   impede  the business process that runs within the university[2]. 
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This is the base for conducting a risk assessment at a university u sing t he A

l egro O

CTAVE 

method.  The  research  centers  on  identification,  analysis  and  risk assessment of academic information s

ystems i n u

niversities u

sing t he O

CTAVE A

l egro m

ethod. T

he r

isk m

anagement 

assessment  set  up  is  expected  to  reduce  tackling  various  business  issues  such  as nonoptimal  business  process,  corporate  reputation  down,  financial loss, or bankruptcy of a company. 



Below is a formulation of the problem of risk assessment in universities: 1. The implementation of the university's risk management information system h as 

not  been  implemented  yet,  so  the  magnitude  of  risk  impact  is  difficult  to  be assessed. 

2. The integrity of i nformation s

ystems i s l acking, r

esulting i n s

ome d

epartments n

ot 

ful y implementing a

n i nformation s

ystem i mpacting t he l ack o

f c

oordination i n t he 

University. 

3. The  security  of  sensitive  information  technology  results in slow action taking in risk prevention and mitigation. 

4. The delivery o

f t he v

alue o

f i nformation a

ssets b

y m

anagement i s s

til d

ifficult d

ue 

to lack of supporting data or documentation. 



The objectives of this risk management Information system assessment are: 1. The risks which influence the security of information assets can be known. 

2. Gain design and protection strategy in tackling the risks that arise. 

3. Improvement  of  information  system  security  can  be  achieved  by  developing information system security strategy. 

4. To  identify,  analyse  and  manage  the  risk  of  academic  information  systems  at higher education using the OCTAVE Al egro method. 

5. The  risk  management  policy  is  established  in  supporting  mission  and organizational  priorities  to  reduce  the  impact  of  damage  from  information systems. 



The benefits of this risk management Information system assessment are: 1. Be able to know what is the impact of information system risk, so that it can be taken the right step in tackling the information system risk. 

2. Get a protection strategy set up to reduce information system security risks. 

3. The value of the importance of information owned assets can be conveyed properly. 





2. Research Method 



Information  system  is  a  system  that  exists  in the organization and has the needs to support  daily  transactions,  support  actions,  strategic  and  managerial  operations  of  an organization and p

rovide r

eports r

equired b

y c

ertain o

utside p

arties. T

he i nformation s

ystem i s 

a  col aboration of hardware, software, communication networks, resources, people and a set of policies and procedures used t o o

btain, p

rocess, a

rchive, c

hange a

nd d

istribute i nformation 

in an organization[3]. 

Risk  is  the  potential  for disadvantage or destruction due to an action. Managing risk should  be  wel   done  and  structured  in  detail.  It  is  a  systematic  procedure  in  dealing  with doubts  related  to  menaces  or  col ection  of  human  activities  as  wel   as  risk  assessment,  in improving  strategies  to  process  and  minimize  risk  with  resource management. The strategy taken, that is to move the risk to the other, get rid of t he r isk, m

inimize t he n

egative e

ffects o

f 
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risk, and lastly to provide some or every consequence that the risk has[4]. 

Risk management is a p

rocedure o

f r

ecognizing, a

nalyzing a

nd d

etermining a

ctions i n 

order  to  avoid  menaces.  The  process  of  risk  management  is  done  to  address  the  risks involved  in an organization. Risk management is an iterative process regarding the analysis, designing,  application,  control ing,  oversight  of  strategies  and  stages  to  apply  security policies[3]. 

The  consequences  of  financial  damage,  the  decline  in  the  company's  reputation,  stal ed business operations, col apse of assets can be valued and the s low d

ecision-making p

rocess 

can be reduced by the risk management of information technology [5]. 

Appropriate  controls  need  to  be  recognized  and  implemented  in  the  organization  to ensure adequate  information  security  is  ensured  [6].  Organizations  are  assisted  by  information security in the providing the required level of security[7]. 

The  information  system  and  its  assets  are  very  vulnerable  to  the  risk  of  physical damage and the risk of logical damage[8]. Can solve this problem because of d amage, t heft, 

vandalism,  natural  disasters,  and  power  surges.  Risk  of  logical  damage  issued  by unauthorized access and intentional or unintentional damage to information and data systems 

[9]  therefore   identification  of menaces along with risk analysis should be done in order f or 

existing  security  to  increase  and  risk  of  damage  to  the  information system can be reduced. 

Risk  Analysis  has  various  benefits,  one  of  which  is  forming  a  cost-to-value in  security 

protection.  In  addition,  it  also  has  an  impact  on  decision  making  with  regards  to  hardware and software system Settings [10]. 





3. Findings 

 

OCTAVE   (operational y  Critical  Threat,  Asset,  and  Vulnerability  Evaluation) are methodologies that function in identifying and evaluating information security[11] 

risks.  Organizations  can  produce  information  protection  with  risk  decision-making referring  to  CIA  ( Confidentiality,  Integrity,  Authentication)  to  the  assets  of  critical information  technology  by  implementing  the  OCTAVE  method  [12].  OCTAVE  is applied to assist the company in terms of: 

●

Development  of  qualitative  risk  evaluation  criteria  that  resulted  in  the company's operational risk tolerance. 

●

Understand valuable assets for the mission in the company 

●

Understand Weaknesses and menaces to assets. 

●

Determination  and  evaluation  of  things  that  may  happen  for  the company if menaces arise. 
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Figure 1. OCTAVE Stages [13] 



There is a possible chal enge that arises when OCTAVE Al egro is used a method  of  risk  assessment of information systems[14] The changing mindset, from which the  technical y-focused  turns  into  a  focus  on  business.  Then  the  structure  of  the confederacy  existed  in  university. Furthermore, there is a university environment that has openness. And the last one is to make adjustments with t he o utside o

r t hird p

arties. T

here 

are  three  methods  of the OCTAVE that can be applied. These three methods include the OCTAVE, OCTAVE-S, and OCTAVE Al egro methods. T

hese M

ethods a

re u

sed t o g

et t he 

specific  needs of OCTAVE users in risk assessment[15]. An extensive assessment of the organization's  risk  environment  carried out to obtain better results as with the goal of this OCTAVE  Al egro  method.  The  approach  is  not  the  same  as  the  OCTAVE  approach, because OCTAVE Al egro concentrated on information assets in terms of usage, storage, transfering, processing, response to menaces, vulnerabilities and interferences as a r

esult 

[16]. The OCTAVE Al egro approach is more specific to t he i nformation a ssets a

nd d

ata o

f 

the information. In the OCTAVE Al egro method, there are four main phases: The Octave Al egro Method in Risk… 
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Figure2. OCTAVE Al egro Steps [16] 





The  risk  management  information  system  assessment  activity  begins  with conducting interviews directly t o t he h

ead o

f f inance, t he h

ead o

f t he S

tudent A

cademic 

Administration  Bureau  and  the  head of IT, to convey the purpose of holding this Risk Information System Risk Assessment to obtain the required data. 

After  the  preparation  is  complete  and  al   required  data  is  supported,  an information  system  risk  assessment  can  be done using the OCTAVE Al egro method containing eight stages. 



Figure. 3. Framework 
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Stage 1: Set Up the Risk Measurement Criteria By  interviewing  the  head  of  the  Student  Academic  Administration  Bureau,  IT 

Head, chief of finance staff, and existing staff at the u niversity t o d

etermine t he c

riteria 

for  risk  assessment.  Criteria  can  be  determined  by  setting  the  impact  area  and  its priority.  Mission  and  business  objectives  should  also  be  considered  in  the determination of the impact a

rea. T

he r

esult i s a

n a

rea o

f i mpact t hat e

ncompasses t he 

reputation  and  trust  of  customers,  finance,  productivity,  safety  and health, as wel  as fines and penalties. The results of the impact Area determination – the reputation a nd 

trust of the customer are in table 1 and the priority scale of the impact area is in table 2. 



Table 1. Impact Area-Reputation and trust 

Impact Area 

Low 

Are 

High 

Reputation 

Slight influence 

Adverse impacts, 

A 

on reputation; 

on reputation 

devastating 

Minimal effort 

and effort and 

impact on 

required for 

costs needed for 

reputation is 

improvement 

improvement 

almost 

irreversible 

Customer 

Reduction of 

Reduction of 

Reduction of 

Trust 

customers 

customer due to 

customer 

caused by loss of 

loss of trust from 

due to loss 

trust is less than 

2% to 10% 

of trust of 

2% 

more than 

10% 



Table 2. Impact Field Priorities 

Priority 

IMPACT AREA 

5 

Customer Reputation and Trust 

3 

Financial 

4 

Productivity 

1 

Safety and Health 

2 

Fines and Penalties 

Stage 2: Expand the Information Asset Profile In e

xpanding t he p

rofile o

f a

n i nformation a

sset, t he a

sset o

f t he i nformation u

sed 

is information relating to the core process of that organization, must b e d

etermined b

y 

the critical information asset based on the core process of that organization, and further  written  on  the  Critical  Information  Asset  worksheet  in  the  OCTAVE  Al egro method. The items that should be observed in the selection of information assets are: 

●

Valuable and necessary information assets when doing the daily work. 

●

An asset of information t hat i f n

ot e

xist c

ould i mpede t he o

rganization i n r

eaching 

its objectives and mission. 

After  the  election,  it  can  be  determined  the  important  information  assets  are student  profile,  lecturer  profile,  student  course  schedule, student attendance, lecturer attendance  and  student  grades. Table 3 contains an example of an information asset profile on a lecturer's attendance. 
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Table 3. Examples of information asset profile-lecturer attendance 

 Critical assets 

Lecturer Attendance 

A  prominent  lecturer  in  teaching 

activities  that  has  been  adapted 

to  the  study  plan  of  Semester 

(RPS)  in  each  university.  If  the 

lecturer's 

attendance  is  not 

 The reason in 

appropriate  from  the  planned 

 Election 

RPS  target,  then  the  learning 

achievement  in  the  subject is not 

maximal. 

This  asset  consists  of  study 

program,  semesters,  courses, 

 Explanation 

classes, lecturers, 

and date of attendance 

Holder 

IT Division 

 Secur ity 

Confidentiality 

of 

lecturers 

 Requi reme 

 Confid

attendance 

information 

is 

 nts 

 entiali 

important 

for 

lecturers 

and 

 ty 

academic divisions. 

Attendance information should be 

in  line  with  the  real  state  as  it 

relates  to  the  status  of  courses 

 Integrity 

that  have  been  adjusted  to  the 

Semester Learning Plan 

(RPS) 

Lecture

attendance 

information 

is 

provided 

for 

 Availability 

academic 

lectures, 

and 

academics. 

Integrity 

Attendance information should be 

in  line  with  the  real  state  as  it 

 Most important security 

relates  to  the  status  of  courses 

 requirements 

that  have  been  adjusted  to  the 

Semester Learning Plan (RPS) 
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Stage 3: Recognize the Information Asset Container The  information  asset  container  is  the  location  that  stores  information assets,  transfers  or  processes  information  assets.  The  location  of  the information  asset  can  be  used  to  identify  the  container  by  using  a worksheet map  of  the environment risk Asset information is divided into three categories: technical,  physical,  and  people  and  each  consists  of  internal  and  external sections.  Table  4  contains  examples  of information assets risk Map – lecturer Attendance 



Table 4. Risk Example 

Information assets (technical)-lecturer attendance Environmental Asset Risk Map Information (Technical) Internal 

Description of containers 

Holder(s) 

Web Server &  Database: 

IT Division 

Lecturer Attendance In the  database and can be used through the Web of lecturers attendance 

Web of lecturer attendance is used to access 

Academic 

lecturer attendance to col ect data. 

administration staff, 

Study Program 

External 

Description of containers 

Holder(s) 

Web accessed to see lecturer attendance data 

Lecturer 





Stage 4: Recognize Attention Zone 

Recognizing of attention zone can be done through the fol owing activities: 1. Monitoring is carried out on each container to review t he z ones t hat m

ight 

be an attention. 

2. Each  field  that  has  been  recognized  and  become  an  attention  wil   be recorded  in  the  information  asset  risk  sheet,  things  to  note  include  the name of the information assets and the attention zone in detail. 

3. Enlarge the attention zones to generate menace schemes that can break down menaces characteristics. 

4. Write  the  effect  of  menaces  to  the  security  requirements  of  information assets.  Proceeding  to  the  information  Asset  Risk  worksheet  includes  al fields that are considered to be more detailed. 

5. After that, proceed t o a

nother c

ontainer o

n t he a

sset r

isk e

nvironment m

ap 

and write as many zones as you should consider. 
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Table 5. Example of Attention Zone-lecturer Attendance No 

Attention Zones 

1 

The staff of the Academic Administration Bureau commits data input errors due to the big amount of data obtained. 

2 

Access to the lecturers attendance which is disseminated by administrative staff who have access 

3 

The presence of security flaws from web lecturers can be abused by the parties inside or outside. 

4 

Errors arising at the time of insert/update/delete of lecturers attendance data conducted jointly 





Stage 5: Recognize Menaces Scheme 

The observed zones are developed into a menaces scheme that explains more details about the properties of the menaces. The activities are: 

1. Accomplishing information asset risk worksheets for each menaces schemes. 

2. Create an opportunity within explanation of an existing menace scheme in the information Asset Risk worksheet. 

Table 6. Menaces Property Example-Lecturer Attendance 1 

Attention Zones 

Menaces Property 

The staff of the 

 Actor 

Staff of Academic 

Academic 

Administration 

Administration 

Bureau 

Bureau 

 Way 

Staff using web of 

commits data 

lecturer 

input errors 

attendance 

due to the big 

 Motif 

Happens accidental y 

amount of data 

 Results 

Disorders 

obtained. 

 Securit y 

Improve validation 

 Requir 

functions, and 

 ements 

execute training to 

minimize errors 

2 

Attention Zones 

Menaces Property 

Access to the 

 Actor 

Study Program Staff 

lecturers 

attendance 

 Way 

Access to the Web 

of lecturer 

which is 

attendance 

disseminated 

 Motif 

Unauthorized access 

by 

authorizations that 

administrative 

result in lecturers ' 

staff who have 

attendance vulnerable 

access 

to modification 
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 Results 

Disclosure 

Modificatio

n 

 Securit y 

To provide guidance on 

 Requir 

the importance of 

 ements 

maintaining access to 

authoritative, and to 

grant sanctions to staff 

who intentional y 

disseminate access to 

authoritative 





Stage 6: Recognize Risks 

Decide  the  effect  for  the  company  from  a  menaces  scheme  in  the information Asset Risk worksheet. This stage includes activities such as: 1. Determine how a menace scheme in an asset risk information s heet h

as 

an impact on organization. 

2. Make  notes  about  the  consequences  of  the  information  asset  Risk worksheet and must be noted specifical y. The area of impact of the r isk 

evaluation  criteria  should  be  determined  when  the  consequences  are considered. 





Stage 7: Examine Risks 

Risk  analysis  is  done  by  noticing  the  criteria  that  exist  in  the measurement o

f r

isk. S

tarting f rom t he f irst r

isk o

n h

igh, m

edium a

nd l ow i mpact 

for  the  company.  It  starts  with drawing the first worksheet into a review of the interest  that  it  has  valued.  Then,  calculate  the  relative  risk  score  used  to analyze risk to help the organization develop risk strategies. 

Step  6  and  Step  7  are  interconnected,  looking  at  the  possibility  of consequences that might happen in the attention zone. As a result, the impact area  is rated and the score is stated. The score is achieved from doubling the area of impact value with the primary concern. Score calculation is in table 8: Table 7. Calculating Impact Area Score 

Impact Area 

Priority 

Low 

Middle 

High (3) 

(1) 

(2) 

Reputation and customer 

5 

5 

10 

15 

Trust 

Financial 

4 

4 

8 

12 

Productivity 

3 

3 

6 

9 

Security and Health 

2 

2 

4 

6 

Fines and penalties 

1 

1 

2 

3 





Stage 8: Choose Mitigation Strategy Al  of the risks that have been d

etermined c

an b

e a

rranged l ooking a

t t he 

value  of  the  risk.  decision  making  can  be  assisted  by  risk  categories  in particular arrangements to reduce those risks that happen. A fter t hat d

ivide t he 
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risks that have been determined looking at the comparative risk score, into : Table 8. Relative Risk matrix 

 Relative Risk matrix 

 Risk Score 

30 to 45 

16 to 29 

0 to 15 

POND 1 

POND 2 

POND 3 





After dividing the risks, determine the risk mitigation stages. Mitigation stages are divided into : 





Table 9. Mitigation Strategies 

POND 

 Mitigation Strategies 

1 

Reduce 

2 

Snooze/Mitigation 

3 

Receive 



Table 10. Risk mitigation examples based on the Attention Zone Risk mitigation 

Attention Zones 

The s

taff o

f t he A

cademic A

dministration 

Bureau commits data i nput e

rrors d

ue t o 

the big amount of data obtained. 

Action 

Mitigation 

Container 

Website 

Lecturer 

Created input validation on certain fields 

Attendance 

Website 

Staff of 

Lecturers or staff can verify the attendance 

department/lectur 

data of lecturers who have been inputted by 

er 

the administration staff 





4. Conclusion 

OCTAVE  Al egro  is  one of the OCTAVE methods used in the assessment of Risk  management  information  systems  and  can  be  implemented  in  universities without n

eeding a

t horough p

articipation i n a

n o

rganization a

nd c

entered o

n c

ritical 

information assets o

n t he o

rganization i n r

eaching i ts g

oals a

nd p

urposes. T

he r

isk 

assessment  results  in  an  overview  of  potential  menaces  that  arise  on important assets  and  establishes  a  fixed  level  of  prevention  to  mitigate potential menaces that may arise. The Risk Management Information S

ystem a

ssessment g

enerates 

strategic p

lanning i n t he r

ight c

ritical i nformation a

ssets a

s w

el a

s r

emedial s

teps i f 

the  menace  scheme  happens.  Strategic planning in important information assets can  result  from  the risk management Information system assessment, as wel  as the countermeasures if menaces occur. 
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