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ABSTRACT

Healthcare systems face growing challenges in protecting patient information,
with more than 276 million healthcare records breached in 2024 alone. This
study presents a proof-of-concept consortium blockchain framework that inte-
grates Near Field Communication (NFC) based authentication with smart con-
tract driven consensus to securely verify and synchronize Electronic Medical
Records (EMRs) across multiple healthcare facilities. The system was tested
in a simulated network of three Virtual Private Servers, achieving an average
NFC verification time of 2.9 seconds and a consensus propagation time of 0.4
seconds, demonstrating stable performance suitable for near-real-time opera-
tions.Although these results are promising, the evaluation was limited to syn-
thetic datasets, small-scale network conditions,and basic database security con-
figurations. Future work will focus on scaling the system to larger and more di-
verse networks, strengthening cybersecurity measures, and ensuring full compli-
ance with HIPAA and GDPR standards. By supporting the United Nations’3rd
Sustainable Development Goal on Health and the 9th Sustainable Development
Goal on Infrastructure and Innovation, this research contributes to the develop-
ment of secure, interoperable, and sustainable healthcare information systems.
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1. INTRODUCTION
According to [1], over 276 million healthcare records were breached in 2024, marking a major surge

in data security incidents. This highlights the urgent need for tamper proof verification mechanisms such as
blockchain. Blockchain, a breakthrough in network and information technology, functions as a cryptographi-
cally secured chain of interlinked data blocks resistant to unauthorized changes [2]. Each block contains the
previous block hash, transactional data, and a timestamp, ensuring that any alteration modifies the hash value,
thus maintaining an immutable audit trail [3].

The implementation of blockchain technology involves four main network types, Public, Private,
Hybrid, and Federated/Consortium Blockchains [4]. Public blockchains allow open participation and unre-
stricted access, while private blockchains limit access to authorized entities only. Hybrid blockchains combine
both approaches by making certain parts public and keeping sensitive data private. Federated or consortium
blockchains resemble private ones but require approval from a governing authority for participant registration
[4–6].
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Smart contracts operationalize the verification protocols within blockchain architectures, functioning
as “automatable and enforceable agreements” that activate once predefined conditions are met [7]. Their im-
plementation varies across platforms such as Bitcoin, Ethereum, Private Ethereum, Corda, and Hyperledger,
each exhibiting unique architectural and operational characteristics [8]. Validating smart contract algorithms
before deployment is crucial to prevent vulnerabilities that could lead to failures or security breaches [9].

In recent years, blockchain adoption in healthcare has accelerated significantly [10], aligning with
the evolution of electronic health (e-health) networks [11]. When designing secure blockchain-based health-
care systems, minimizing unauthorized patient data exposure becomes a primary concern [12–14]. Integrating
blockchain with Radio Frequency ID/NFC sensors enables the creation of a secure and reliable document life-
cycle system covering creation, digitalization, certification, verification, and monitoring [15].

These advancing technologies blockchain’s immutability, smart contract automation, healthcare dig-
itization, and NFC-based authentication together offer a strong foundation for improving EMRs verification
[16]. In this study, the research propose a framework that uses blockchain to enable secure and tamper-resistant
data exchanges, tailored specifically for healthcare systems. This investigation presents a comprehensive per-
formance evaluation of the deployed framework, analyzing its efficacy, security parameters, and operational
efficiency in real-world healthcare contexts. By addressing the critical intersection of data integrity, privacy
preservation, and authentication security, this research contributes to the evolving discourse on blockchain-
enabled healthcare information systems. This research could be in line with the United Nations 3rd SDGs
(Health agenda) [17], and United Nations 9th SDGs (Infrastructure agenda) [18].

2. THE HEALTHCARE SYSTEM MODEL
The proposed framework introduces a secure and efficient system for managing EMRs using NFC in-

tegrated with blockchain verification. It features a multi-layered architecture combining hardware, networking,
and security protocols, as shown in Figure 1. The system employs personal tokens stored on Mifare Classic 1K
NFC cards, which act as portable and secure keys for accessing patient information. These cards interact with
a robust hardware–software ecosystem to maintain data integrity, confidentiality, and availability across health-
care facilities. A consortium blockchain network enables multiple healthcare institutions to securely access and
verify patient data while preserving privacy and accessibility [19, 20].

The hardware architecture includes key components selected for reliability, security, and interoperabil-
ity. The Mifare Classic 1K NFC cards store patient data tokens, chosen for their suitable memory capacity and
proven security standards. The PN532 module operates as the main interface for reading and writing NFC data,
ensuring secure communication between the physical card and the system’s processing units. Together, these
elements support a cohesive framework that enhances trust, transparency, and efficiency in EMRs management.

Figure 1. The Healthcare System Model

The ESP32 Lolin Pro S3 microcontroller acts as the local processing unit at each access point, per-
forming essential functions such as powering the NFC system, receiving data from the PN532 module, gen-
erating cryptographic hashes, transmitting verified information to VPSs or backup systems, and receiving re-
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sponses. It was chosen for its strong processing capabilities, built-in wireless connectivity, affordability, and
energy efficiency, making it ideal for healthcare environments. The framework’s networking architecture op-
erates across multiple layers to ensure reliable data transmission and resilience, utilizing Local Area Networks
(LAN) for internal communication, internet connections for inter-facility data exchange, and VPSs for cen-
tralized data management. This multi-tiered setup enhances redundancy and maintains secure communication
channels, ensuring continuous system operation.

Blockchain technology serves as the core of the system’s security infrastructure, addressing confi-
dentiality, integrity, and availability [21, 22]. Its distributed ledger ensures that patient data remains tamper-
resistant and verifiable across consortium nodes, with each transaction generating a unique cryptographic sig-
nature to create an immutable audit trail. Smart contracts automatically verify data integrity by comparing
cryptographic hashes from the access point with those on the blockchain, reducing human error and processing
time. These contracts also support the network’s consensus mechanism, ensuring consistent records across
all nodes. For structured data management, the system integrates MySQL databases that work alongside the
blockchain layer, where blockchain functions primarily as a verification and integrity assurance mechanism
rather than the main storage medium. The overall operational workflow proceeds systematically from patient
identification to data verification and network-wide synchronization [23].

The system begins by reading a patient’s NFC medical card using the PN532 module connected to the
ESP32 microcontroller. The microcontroller extracts patient data and generates a cryptographic hash, serving as
a unique digital fingerprint to ensure data integrity [24]. This data and its hash are verified against local records
to confirm authenticity. Once validated locally, the verified data is transmitted to the blockchain management
center, where smart contracts automatically compare the transmitted hash with blockchain-stored values [25].
If verification is successful, updates are executed through the consensus mechanism and propagated to all VPSs
within the consortium network to maintain synchronized and accurate records [26].

As shown in Figure 1, Site A and Site B represent separate healthcare facilities within the consortium,
each equipped with a local PC management server and hardware components (PN532 module and ESP32 mi-
crocontroller) for NFC data processing. These systems handle two main data types: patient information and
its cryptographic hash. The VPSs perform verification of data hashes sent by local systems, ensuring cross-site
integrity. In case of primary VPS unavailability, operations automatically shift to backup VPS or localhost
servers. These contingency systems replicate the main VPS’s verification functions, allowing continuous oper-
ation and data integrity even during network interruptions [27].

2.1. The NFC Verification System

The NFC verification system employs a secure, multi-layered authentication protocol for patient iden-
tification in healthcare environments. As depicted in Figure 2, the operational workflow begins with an ini-
tialization phase, during which all hardware components are powered on and communication protocols are
established. This stage ensures that each system module is properly configured, synchronized, and ready for
secure data processing. The preparation phase forms the foundation for subsequent authentication operations
by guaranteeing stable connectivity and reliable system readiness.

In the next phase, two key hardware components are simultaneously activated: the ESP32S3 micro-
controller and the PN532 NFC reader module. The ESP32S3 serves as the main computational unit, initializing
its communication interfaces to process authentication data. At the same time, the PN532 module activates its
Radio Frequency (RF) field and enters standby mode to detect NFC cards. This synchronized activation enables
the system to read and process encrypted patient information efficiently. The dual-component coordination en-
sures minimal latency and high reliability during data exchange, laying the groundwork for secure patient
verification [28, 29].

Once fully operational, the system proceeds to the data acquisition phase. Patients present their NFC
cards containing cryptographically hashed identification tokens to the PN532 reader. Upon detection, the
PN532 captures the hashed data and transfers it to the ESP32S3 for cryptographic processing. The micro-
controller then applies a salt value to the received hash, producing a salted hash while preserving the original.
This dual-hash mechanism enhances verification security by reducing susceptibility to dictionary and brute-
force attacks, thereby reinforcing the confidentiality and integrity of patient authentication data.
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Figure 2. The NFC Data Verification System Workflow

As illustrated in Figure 2, the verification process advances as the ESP32S3 transmits both the original
and salted hash values to a local VPSs, which functions as the primary authentication authority. The VPS
securely stores registered patient identifiers and performs a two-step verification process:

• Matching the original hash with stored records.

• Validating the salted hash through recalculation and comparison.

This dual verification approach minimizes unauthorized access risks. If the primary VPS is inaccessi-
ble due to network or system issues, the ESP32S3 automatically switches to a backup VPS with synchronized
authentication databases, ensuring continuous operation without manual intervention [30, 31].

When both the primary and backup VPS are unavailable, the ESP32S3 triggers an error-handling
protocol, generating a specific alert that notifies administrative personnel for troubleshooting. Upon successful
verification when both hash values are confirmed by either VPS the server transmits a digitally signed “verified”
response to the ESP32S3. This confirmation finalizes the authentication process and grants the patient access
to relevant healthcare information or services, maintaining both system security and operational reliability.

2.2. The Blockchain VPSs Verification and Smart Contract System
The operational framework of this VPS blockchain smart contract system implements a robust verifi-

cation mechanism through a distributed consensus protocol to maintain database integrity across the consortium
network. The process works as follows:

Figure 3. The Verification System Workflow

As illustrated in Figure 3, when an authorized entity performs a modification to the local VPS database,
the system automatically initiates a verification sequence [32, 33]. The local VPS communicates with the
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blockchain management center to authenticate and validate the proposed database changes. This verification
request includes the cryptographic signatures of the modification and the requester’s credentials [34]. Upon
receiving the request, the blockchain management center launches a consensus protocol by broadcasting par-
ticipation invitations to all VPS nodes registered within the consortium network. This decentralized process
ensures that every database modification is reviewed collectively rather than controlled by a single author-
ity. Each participating VPS transmits its unique identifier, which undergoes cryptographic hashing with a salt
value to conceal identity while maintaining verifiability [35]. This cryptographic mechanism prevents identity
spoofing and ensures that only legitimate consortium members participate in the verification process [36].

The approval mechanism for database updates operates under a dual-layered verification protocol.
First, the system verifies that the hashed and salted VPS identifier corresponds to a valid consortium member
[37]. Second, the proposed modification must secure majority approval from participating VPSs in the consen-
sus process. If the majority rejects the update, the system denies it and all VPSs including the initiator retain the
original database content [38, 39]. Conversely, if approved, the updated data is propagated synchronously to all
connected VPSs, ensuring consistency and integrity across the distributed network. This blockchain-based ver-
ification framework, as demonstrated in Figure 3, offers robust protection against unauthorized modifications
while reinforcing transparency, reliability, and tamper-resistant data management [40, 41].

2.3. Integrated System Architecture and Data Interaction Flow
To address both architectural clarity and component interactions, Figure 4 provides an integrated

schematic. Unlike earlier figures that separated hardware verification and blockchain consensus, this updated
diagram consolidates the system architecture with labeled data flows, showing the complete cycle from NFC
card authentication to blockchain consensus and verification.

Figure 4. The Integrated System Architecture and Data Interaction Flow

2.4. Literature Review
This section reviews relevant research across three main areas: blockchain applications in healthcare,

security concerns in Internet of Things (IoT) implementations, and the role of smart contracts in compliance
enforcement. Together, these studies provide the foundation for identifying current limitations and motivating
our proposed contribution [42].

2.5. Blockchain Applications in Healthcare
Blockchain has been extensively studied as a means to enhance security, privacy, and interoperability

within healthcare systems, particularly in addressing IoT-related security challenges. For instance, [43] re-
viewed major IoT security issues, emphasizing authentication methods and demonstrating how blockchain
can mitigate risks arising from device heterogeneity and resource limitations. Likewise, [12] proposed a
blockchain-based framework integrated with the InterPlanetary File System (IPFS) to ensure secure health
record sharing through decentralized storage and fine-grained access control [44]. Beyond storage manage-
ment, [45] introduced the Decentralized Attribute-Based Access Control (DAAC) framework to standardize
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access policies across e-health platforms. However, this framework lacks integration with real-time authentica-
tion technologies such as NFC, which are vital for lightweight and cost-efficient implementations in healthcare
environments [46].

Complementary research by [11] proposed a health data propagation model combining steganogra-
phy and encryption to enhance confidentiality during transmission. Although this approach strengthens data
security, it fails to address traceability and auditability across healthcare institutions, limiting its usefulness in
multi-provider ecosystems. Collectively, these studies highlight the potential of blockchain in healthcare while
revealing a persistent gap most existing solutions focus primarily on secure storage or encryption, neglecting
the integration of consortium blockchain, smart contracts, and NFC-based authentication. Such integration is
crucial for achieving comprehensive verification, access control, and traceability across institutions in a scalable
and practical healthcare infrastructure.

2.6. Security Concerns of IoT Implementation
The integration of IoT devices into healthcare has enabled real-time monitoring, data collection, and

automated decision-making, but it also introduces significant security challenges. Research efforts have at-
tempted to address these issues through blockchain-enabled frameworks. For instance, [43] emphasized the
role of blockchain in mitigating device heterogeneity and resource limitations, while [12] investigated decen-
tralized record management through blockchain–IPFS integration. Building on this, [45] proposed distributed
ledger frameworks designed to improve data integrity and trust across multiple stakeholders.

Despite these advances, most IoT–blockchain solutions remain focused on generalized notions of
security rather than practical, low-cost authentication mechanisms. Few studies have considered the use of
lightweight hardware, such as ESP32-S3 microcontrollers or PN532 NFC modules, which could support real-
time patient authentication while remaining feasible for healthcare institutions with limited resources. This
lack of hardware–blockchain integration highlights another critical gap in the literature [47, 48].

2.7. Smart Contracts and Compliance Enforcement
Smart contracts have also gained traction as a mechanism for strengthening governance in healthcare

data management. They allow policies to be enforced automatically, ensuring compliance with access rules
and regulatory requirements [7]. While their potential is well recognized, most prior implementations rely on
Ethereum-based contracts, which may not be suitable for private or consortium networks that must adhere to
strict regulations such as HIPAA. In contrast, our study adopts a consortium blockchain model and designs
smart contracts to coordinate multi-node, voting-based consensus for synchronizing medical databases. This
approach provides a balance between privacy, control, and scalability, while ensuring compliance with regula-
tory standards [49–51].

2.8. Identified Gaps and Our Contribution
From the literature, several shortcomings can be observed. Many solutions still rely on centralized

trust models, which contradict the decentralized philosophy of blockchain. Interoperability across healthcare
providers remains limited due to the absence of multi-institutional consensus mechanisms [52]. Moreover,
few systems integrate cost-effective hardware-based authentication, and real-world performance evaluation
particularly regarding latency and resilience under failure conditions has been largely overlooked.

To address these limitations, this work introduces a proof-of-concept framework that leverages ESP32-
S3 microcontrollers, PN532 NFC modules, and MIFARE Classic cards to demonstrate practical, low-cost
authentication. The framework employs smart contract driven consensus across distributed VPSs nodes to
achieve multi-node database verification. Furthermore, it provides comprehensive performance evaluation,
including latency benchmarks and failover recovery tests, while maintaining alignment with GDPR and HIPAA
standards to ensure regulatory compliance and real-world applicability [53].

3. RESULTS AND DISCUSSION
This section presents a comprehensive evaluation of the proposed consortium blockchain prototype

for secure EMRs verification in healthcare environments. The discussion begins with the latency performance
of NFC-based authentication, followed by reflections on its practical implications within clinical workflows.
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3.1. Latency Performance of NFC-Based Patient Verification
A critical aspect of the prototype is the latency of patient verification using NFC cards in combination

with local NFC readers. As illustrated in Figure 5, the scatter plot captures the temporal performance across
approximately 120 sequential verification attempts. The x-axis represents the number of trials, while the y-
axis indicates processing time in milliseconds. The observed verification times ranged between 2,217 and
4,696 milliseconds, with the majority clustering consistently within the 2,500-3,500 millisecond interval. This
concentration suggests a stable operational baseline for the NFC devices employed. Across more than 100
trials, the average latency was measured at 2,879 milliseconds, with a standard deviation of 441 milliseconds,
indicating relatively low variability in performance.

From an operational standpoint, these results are significant. A verification latency of approximately
2.8 seconds may not achieve real-time immediacy but remains well within acceptable thresholds for most
clinical applications, particularly in outpatient and administrative contexts. Importantly, the consistency of the
results demonstrates that the NFC-based mechanism is both reliable and predictable, reducing the likelihood
of authentication bottlenecks in practice. The absence of extreme outliers further underscores the robustness of
the system, strengthening its potential for integration in multi-institutional healthcare environments where both
reliability and predictability are essential.

Figure 5. The Latency Result of Patient’s Data Verification from NFC Card With Local NFC Device

The scatter plot in Figure 5 illustrates the temporal performance characteristics of NFC technology
when applied to patient data verification in healthcare settings. Across approximately 120 sequential attempts,
verification times consistently ranged between 2,217 ms and 4,696 ms, with the majority clustering between
2,500–3,500 ms. This distribution indicates a stable operational baseline for the NFC devices under evaluation.
Over 100 trials, the mean latency was recorded at 2,879 ms with a standard deviation of 441 ms, reflecting
dependable system performance. A single notable outlier occurred at the 89th attempt, where the processing
time reached 4,696 ms almost twice the average duration. This anomaly is likely attributable to transient
interference, temporary queue congestion, or momentary hardware fluctuations. Despite this deviation, the
overall latency profile demonstrates consistent and reliable performance, underscoring the suitability of NFC-
based verification for clinical integration where predictable response times are essential.

3.2. The Latency Result of VPSs Smart Contract
The scatter plot in Figure 6 illustrates the performance of smart contract execution and consensus

establishment across multiple VPSs. The x-axis represents the sequential implementation attempts, while the
y-axis records the corresponding execution times in milliseconds. As observed, the majority of consensus
executions were completed within a window of 200–500 ms, indicating predictable performance. The system
achieved an average propagation delay of 388 ms with a standard deviation of 104 ms, reflecting a stable
operational profile. The fastest consensus round was recorded at 201 ms, while the slowest extended to 1,443
ms. Although sporadic spikes such as the maximum latency were detected, these remained relatively rare and
did not significantly disrupt overall performance.

The consistency across trials confirms that the smart contract driven consensus mechanism can deliver
efficient and dependable synchronization of medical records across distributed VPS nodes. From a practical
perspective, maintaining consensus finalization in sub-second intervals positions the system as viable for near
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real-time healthcare operations. Compared to public blockchains where confirmation times can span several
seconds to minutes this consortium-based approach offers a significant improvement in both responsiveness
and suitability for clinical environments, where data timeliness and security must be tightly coupled.

Figure 6. The Latency Result of the Smart Contract and Consensus Model

As shown in Figure 6, the majority of consensus executions completed within 200–500 ms, with an
average propagation time of 388 ms and a standard deviation of 104 ms. The minimum observed execution
time was 201 ms, while the maximum reached 1,443 ms. A few isolated outliers most notably at attempts 1,
44, and 93 extended beyond the typical range, likely caused by transient congestion, resource contention, or
additional validation rounds. Despite these rare spikes, the overall distribution demonstrates that the smart con-
tract consensus mechanism operates with consistent efficiency, maintaining predictable variation and ensuring
stability under normal operating conditions.

3.3. Prototype Implementation and Proof-of-Concept
This section illustrates the practical deployment of our consortium blockchain framework by recre-

ating a realistic hospital scenario through a proof-of-concept prototype. Instead of remaining at the level of
theoretical design, the system was physically built and tested using low-cost yet reliable hardware to reflect
conditions that could feasibly occur in healthcare environments. At each site, patient authentication was car-
ried out using an ESP32-S3 microcontroller paired with a PN532 NFC reader and MIFARE Classic 1K card.
Once a patient’s NFC card was scanned, the device immediately computed a cryptographic hash of the data
and securely transmitted it to a designated VPSs for verification. To mimic the complexity of real-world col-
laboration between hospitals, two independent facilities were simulated Site A and Site B each equipped with
the same hardware configuration. These setups enabled data to be read, encrypted, and transmitted securely in
a manner that closely resembles routine patient verification workflows as illustrated in Figure 7.

Figure 7. A Orange Pi 3B, a TP-Link router and ESP32S3, PN532, and Some Mifare Classic 1K
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Local blockchain nodes were established using Orange Pi 3B boards connected through TP-Link
routers, allowing each site to operate as a lightweight server while participating in the distributed ledger. At the
same time, a centralized blockchain management center coordinated multi-node consensus, ensuring that data
integrity and synchronization were consistently maintained across the simulated healthcare network.

Through this practical configuration, the prototype demonstrates how blockchain can be seamlessly
integrated with NFC-based patient verification in settings that mirror real-world clinical workflows, balancing
technical robustness with operational feasibility.

3.4. Software That Prototype Use
This section describes the software stack employed in the prototype, beginning with the operating

systems, Ubuntu OS on the Orange Pi 3B and Windows 10 OS on the Blockchain Management Center. These
platforms provided the foundational environment for running the blockchain and smart contract system. On
the hardware side, the ESP32S3 microcontroller was programmed using the Arduino IDE, a widely adopted
development environment that enables developers to write and upload code to microcontrollers. In this im-
plementation, the Arduino IDE allowed the ESP32S3 to read and write data from NFC cards and transmit it
securely to the local VPSs.

To manage the blockchain services, the servers were configured with Docker containers connected
through a Macvlan network. This container-based approach provided a lightweight yet robust alternative to
traditional virtual machines, enabling each service to run in an isolated environment while maintaining efficient
resource usage. Such modularity proved particularly advantageous for replicating healthcare scenarios that
demand scalability and reliability.

Figure 8. Orange Pi 3B Server Services and Docker Containers Running

As shown in Figure 8, the Orange Pi 3B servers hosted multiple Docker containers, each responsible
for distinct blockchain-related services such as node synchronization, smart contract execution, and consensus
management. The containers operated within a Macvlan network configuration, enabling them to communi-
cate directly with other devices on the same physical network while preserving isolation between services.
This configuration ensured low latency and high throughput two essential factors for real-time healthcare data
verification. Additionally, by using Docker’s lightweight virtualization approach, system updates and service
scaling could be performed seamlessly without disrupting ongoing blockchain operations.

Furthermore, this setup demonstrated the feasibility of deploying a decentralized healthcare infrastruc-
ture using affordable, readily available hardware components. The modular design allowed individual services
such as blockchain nodes, database servers, and verification modules to be scaled independently based on
workload demand. This flexibility provides a strong foundation for future integration of additional healthcare
facilities into the consortium network while maintaining system security, efficiency, and interoperability across
distributed environments.

3.5. Hardware Selection Justification
The hardware selection for the prototype was driven by considerations of cost-effectiveness, avail-

ability, compatibility with blockchain and cryptographic operations, and real-world deployability in healthcare
environments. The Orange Pi 3B was employed as the VPSs due to its affordability, market availability, and
seamless compatibility with Ubuntu OS. Its ARM architecture provides an efficient platform for lightweight
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blockchain protocols without excessive power consumption, making it well-suited for scalable deployments.
A TP-Link router was used to ensure stable local networking between blockchain nodes and access points,
leveraging its reliability and widespread availability.

The ESP32S3 microcontroller was selected for its processing capability to compute cryptographic
hashes and its integrated wireless connectivity, which enables efficient NFC authentication without additional
infrastructure. The PN532 NFC reader was chosen for its compatibility with existing hospital systems and its
ability to support both reading and writing of NFC tokens, such as the Mifare Classic 1K cards. These cards,
while less advanced than modern cryptographic smart cards, provide a practical balance between usability,
cost, and standardized communication protocols (ISO/IEC 14443 Type A). Collectively, these components
form a hardware stack that is affordable, scalable, and practical, positioning the system as a viable solution for
blockchain-based EMRs verification in healthcare settings.

3.6. Prototype Result
Figures 1, Figures 2, Figures 3, and Figures 4 illustrate the system architecture and workflow, while

the scatter plots validate the prototype’s performance in terms of verification time and smart contract execution
speed. The prototype achieved the following outcomes:

1. Verified NFC hashed data in approximately 2.5 seconds.

2. Executed blockchain consensus in roughly 400 milliseconds.

3. Handled failover scenarios, such as unresponsive or unavailable VPSs, without data loss.

3.7. Statistical Analysis of Results
To evaluate the stability and reliability of the verification system, the research conducted 100 sequen-

tial tests for NFC-based patient data verification and an additional 100 tests for smart contract–based consensus
across distributed VPSs. For NFC verification latency, as shown in Figure 5, the system achieved a mean la-
tency of 2,879 ms with a standard deviation of 441 ms, ranging from a minimum of 2,217 ms to a maximum of
4,696 ms. A single outlier occurred at the 89th attempt, producing a temporary spike to 4,696 ms, which was
likely attributable to transient interference or buffering delays. When this outlier was excluded, the adjusted
mean latency decreased to 2,796 ms with a reduced standard deviation of 314 ms.

For smart contract execution and consensus latency, as indicated in Figure 6, the results indicated a
mean execution time of 388 ms with a standard deviation of 104 ms, bounded between a minimum of 201 ms
and a maximum of 1,443 ms. Three notable outliers were observed at the 1st (869 ms), 44th (1,443 ms), and
93rd (808 ms) attempts, which suggest occasional performance fluctuations under specific conditions.

To provide a concise comparative view, Table 1 summarizes the key performance metrics obtained
from both NFC verification and smart contract consensus experiments. These findings confirm the framework’s
feasibility for real-world healthcare applications. It ensures secure and tamper-proof exchange of EMRs across
facilities.

Table 1. Performance metrics of NFC verification and smart contract consensus tests
Scenario Mean (ms) SD (ms) Min (ms) Max (ms) Notable Outliers
NFC Verification 2,879 441 2,217 4,696 1 (at 89th attempt: 4,696 ms)
Smart Contract Consensus 388 104 201 1,443 3 (at 1st, 44th, 93rd attempts)

The comparative analysis in Table 1 highlights that NFC verification exhibited higher latency and
variability compared to smart contract consensus, with a mean latency of 2,879 ms versus 388 ms, respectively.
This difference is primarily due to communication overhead, as NFC involves physical device interaction and
potential signal interference, whereas smart contract processes operate in a digital environment optimized for
computational efficiency. The lower standard deviation of smart contract latency (104 ms) indicates greater
consistency and stability across distributed VPSs. Overall, these results confirm that while NFC-based ver-
ification ensures reliable on-site authentication, smart contract consensus provides faster and more scalable
validation, and their integration enhances the overall reliability, security, and performance of the blockchain-
enabled EMRs system.
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3.8. Regulatory Compliance and Privacy Enforcement
Ensuring regulatory compliance is a core objective of the proposed framework. Given the strict privacy

requirements of the Health Insurance Portability and Accountability (HIPAA) or the General Data Protection
Regulation (GDPR), the framework integrates specific technical mechanisms to uphold patient confidentiality,
access control, and auditability. The system enforces granular access control by linking each patient record
to hashed unique identifiers stored on the blockchain. Access to patient data is only permitted when a valid
NFC token is presented and verified by smart contracts. These smart contracts enforce predefined verification
policies, ensuring that only authorized medical personnel, devices, or systems can retrieve or modify sensitive
data. This aligns with HIPAA’s minimum necessary standard and GDPR’s principle of data minimization. Each
data access or update event is cryptographically logged into an immutable blockchain ledger. This creates a
complete, tamper-proof audit trail, that might satisfy GDPR’s accountability requirements and HIPAA’s audit
control safeguards.

The system incorporates patient consent by design through NFC tokens. Each patient is given control
over their data by presenting a physical NFC card, which acts as a gatekeeper for authentication. This model
supports GDPR’s requirement for explicit consent and aligns with the notion of patient-controlled data. While
this framework currently operates within a simulated environment, future work will expand its compliance
scope by integrating multi-factor authentication, real-time monitoring for policy violations, and policy-based
access revocation, enabling full alignment with both HIPAA and GDPR in real-world healthcare deployments.

4. MANAGERIAL IMPLICATIONS
While this prototype might tackle healthcare cyber attacks such as cryptic attacks with partially de-

centralized databases and unauthorized EMRs changes by healthcare personnel, its deployment in real-world
healthcare faces many challenges. These start with how the prototype needs to be adjusted to the existing
healthcare database structure, which may differ across healthcare systems. Additionally, convincing health-
care staff to adopt this prototype and training them to use and maintain the system are crucial. For hospital
administrators and IT managers, these change management considerations highlight the importance of staff
readiness, compatibility with existing systems, and phased adoption strategies to ensure a smooth transition to
blockchain-based EMR verification.

Although the prototype demonstrates low-latency performance and robustness in a controlled setting,
some limitations remain. The experiments were conducted using synthetic healthcare datasets rather than real-
world EMRs, and the system was evaluated on a small-scale consortium network with only three VPS nodes.
Latency results might differ in larger healthcare networks with more nodes, higher transaction volumes, or
under real-world network conditions. Future work will explore scalability testing, extended fault-tolerance
under node failures, and security testing against advanced cyberattack vectors. Also, the prototype needs
to meet compliance with nationwide regulations such as Health Insurance Portability and Accountability or
General Data Protection Regulation to ensure compliance with patient privacy secrecy standards and patient
data exchange regulations, such as access control, to ensure this prototype is appropriate for deployment in
healthcare settings.

5. CONCLUSION
This study shows that the proposed consortium blockchain framework, which combines NFC based

authentication with smart contract driven consensus, can provide secure and reliable verification of EMRs
across multiple healthcare facilities. In testing with a simulated network of three VPSs, the system processed
NFC verification in about 2.9 seconds and synchronized updates in roughly 0.4 seconds, demonstrating stable
performance that could work well in real-time healthcare operations.

However, these results were based on synthetic data, a small-scale network, and basic database secu-
rity, so performance may vary in larger and more complex healthcare environments with real patient records.
Future work will focus on expanding the system to larger networks, improving fault tolerance, strengthening
cybersecurity protections, and ensuring full compliance with HIPAA and GDPR standards.

By supporting the United Nations 3rd Sustainable Development Goal on health and the 9th goal on re-
silient infrastructure and innovation, this framework offers a practical and forward-looking approach to building
secure and connected healthcare systems.
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