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Artificial Intelligence

Big Data for tax authorities to enhance their capabilities in detecting tax evasion involv-
Machine Learning ing complex networks, with the machine learning model effectively identifying
Social features related to both individual and network characteristics of taxpayers. The
Network Analysis findings suggest that the integration of artificial intelligence and big data analyt-

ics can significantly improve the detection of tax evasion in complex corporate
structures, offering valuable tools for tax authorities to better enforce tax com-
pliance.
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1. INTRODUCTION

The development of information technology is not only used by the private sector but also by gov-
ernment agencies to enhance operations and public services. The Directorate General of Taxes (DGT) has
integrated technology into its tax system for services, supervision, law enforcement, and data collection. One
ongoing challenge is tax avoidance and evasion by non-compliant taxpayers, which results in significant rev-
enue losses for the state.

Tax evasion through related party transaction schemes is particularly damaging. According to the
OECD, developing countries lost 4.4% of their total tax revenue to such schemes. In 2019, Indonesia relied
on taxes for 83% of its revenue, making evasion through complex networks a critical issue for the Ministry of
Finance and the DGT [1]. These practices not only reduce revenue but also undermine tax fairness.
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Tax avoidance and evasion strategies are becoming more sophisticated. One of the main areas of
concern for tax authorities is the use of corporate networks to facilitate these schemes. Tax evasion through
related party transactions often appears as legitimate business dealings between affiliated companies, making
detection difficult [2].

These schemes are complex, diverse, and involve hidden interactions aimed at evading tax obligations.
This growing complexity requires tax authorities to continuously evolve their strategies to combat evasion
effectively. The rapid advancement of information technology has become essential not only for the private
sector but also for government agencies to enhance public services and operational efficiency [3]. For tax
authorities like the Directorate General of Taxes (DGT), integrating information technology into tax systems
is crucial for improving service delivery, supervision, law enforcement, and tax data collection [4]. However,
challenges such as tax avoidance and evasion continue to pose significant threats to state revenue, with tax
evasion through complex related-party transaction schemes being particularly problematic [5]. The OECD
estimated that developing countries lost 4.4% of total tax revenues due to such schemes in 2016, making it a
critical issue for countries like Indonesia, where tax revenue is vital, accounting for 83% of state revenue in
2019 [6].

Tax evasion strategies are evolving, becoming increasingly sophisticated, often involving corporate
networks that are difficult to detect with traditional audit techniques. The use of big data analytics and machine
learning offers new opportunities to address these challenges, enabling the detection of tax evasion within large
and complex data sets [7]. This research proposes an innovative approach that leverages internal and external
data to map taxpayer networks and identify potential tax evasion activities. This research contributes to several
key Sustainable Development Goals (SDGs), particularly SDG 16: Peace, Justice, and Strong Institutions,
by enhancing the transparency and accountability of tax systems through the detection of tax evasion. By
leveraging advanced technologies like big data analytics and machine learning, the study also supports SDG
9: Industry, Innovation, and Infrastructure, fostering innovation in public sector operations. Furthermore, by
ensuring that all entities contribute their fair share to public revenues, this research promotes SDG 10: Reduced
Inequalities and SDG 8: Decent Work and Economic Growth, helping to create a fairer and more inclusive
economic environment. Lastly, the research aligns with SDG 17: Partnerships for the Goals, as it highlights the
importance of international cooperation in combating tax evasion, particularly in cases involving multinational
corporations [8], [9], [10].

In this paper, we propose an approach to detect tax avoidance and evasion within networks of affiliated
taxpayers that can disrupt national revenue targets. The approach involves mapping taxpayer networks using
internal and external data in the form of multi-graphs, reflecting their financial positions and relationships. The
use of big data analytics is essential due to the large volume of data, which requires parallel processing [11]. Tax
evasion detection covers various data, including taxpayer financial characteristics and relationships like capital
ownership and family ties. Data from the Directorate General of Taxes (DGT) includes 49 million taxpayers,
400 million annual tax invoices, and 295 million periodic tax returns. DGT also incorporates external data such
as import and export notifications [12].

1.1. Background of the Problem

Tax evasion encompasses a broad spectrum of criminal activities within the realm of taxation. Ac-
cording to the penal provisions in the General Tax Provisions Law (UU KUP), tax offenses cover all pillars of
compliance, including registration, reporting, payment, and accuracy of reporting [13]. The limited resources
available to address tax offenses necessitate prioritization and focus in handling such cases. Currently, the
Directorate General of Taxes (DGT) employs 562 Civil Servant Investigators (PPNS) [14]. The insufficient
number of PPNS requires the DGT to be strategic in selecting and prioritizing tax offenses to be addressed.
The handling of large data volumes and the available technology at DGT involves using the Compliance Risk
Management (CRM) approach for law enforcement [4]. The CRM for law enforcement generates a risk map of
tax offenses from taxpayers across Indonesia to prioritize taxpayers for enforcement actions based on their risk
levels, thereby enhancing resource efficiency at DGT. The current law enforcement CRM encompasses only
three risk events: TBTS (False Invoices), Unpaid Withholding Tax, and Restitution Attempts [15]. However,
the Affiliated-Transaction-Based Tax Evasion (ATTE) cases are not yet included in this CRM. The three risk
events in the law enforcement CRM are:

¢ Risk Event TBTS (False Invoices)
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1.2.

The development of law enforcement CRM includes specific variables that describe this event, used
to capture TBTS tax offenses, such as taxpayer profiles, transactions based on tax invoices, reporting
behavior of tax returns (SPT), and business activities related to exports and imports [16].

Risk Event Unpaid Withholding Tax

This event also has specific variables used as predictors for unpaid withholding tax offenses, such as
periodic tax return reporting behavior, taxpayer payment behavior, and taxpayer business transactions
[17].

Risk Event Restitution Attempts

There are variables used to predict restitution attempt offenses, such as taxpayer profiles, export-import
business transactions, and taxpayer payment behavior. The law enforcement CRM has three risk events
(TBTS, Unpaid Withholding Tax, and Restitution Attempts) with equal weights, and the mapping is done
for each risk event before combining them into a unified risk map [18]. The law enforcement efforts
conducted by the DGT are currently limited to identifying tax evasion based on historical data that has
already been entered into the DGT system. These rules only consider individual taxpayer characteristics,
whereas most current tax avoidance involves taxpayer networks. Thus, characteristics involving taxpayer
networks should also be considered as variables to predict taxpayer compliance risk [19].

Previous Research
Research on tax evasion has long garnered attention. The utilization of big data analytics to support

the handling of tax evasion cases involving taxpayer networks represented in graph form has also attracted
considerable interest [20]. Recent studies on employing big data analytics for detecting complex tax evasion
schemes have been reviewed and compared to gather information on tax evasion schemes, analytic techniques,
and technologies used in detecting these schemes [21]. A comparison of the background issues, tax evasion
schemes, and analytical techniques used in previous research is presented in Table 1.

Table 1. Comparison of Backgrounds of Tax Evasion Schemes and Analysis Techniques

No Title Author Background Tax Avoid- Method Data Solution/ Evaluation
ance/Tax Evasion Used Tools of
Scheme Model
Perfor-
mance
1 Big data Mehta The tax evasion Businesses col- Graph/ Social Formation R Pro- -
analyt- et al strategy executed lect VAT from Network of a gram-
ics for by a group of in- sales transactions Analysis, graph ming
Nabbing dividuals involves without issuing Map Reduce, from with
Fraud- circular trading to tax invoices, then Algorithm for sales Hadoop
ulent reduce indirect tax issue fictitious tax identifying trans-
Transac- payments (VAT invoices to other fictitious actions,
tions  in and GST). Manual parties (with val- transactions outlier
Taxation inspections are ues lower than the using Benford detec-
System inadequate for actual transactions Analysis. tion.

detecting fictitious
transactions within
circular  trading
due to large data
sizes, the complex-
ity of transaction
sequences con-
ducted

without invoices).
These tax invoices
are used by other
parties as  tax
credits, thereby re-
ducing the amount
of tax payable by
those parties. Shell
company networks
are
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No Title Author Background Tax Avoid- Method Data Solution/ Evaluation
ance/Tax Evasion Used Tools of
Scheme Model
Perfor-
mance
by shell company created to ob-
networks, and scure this evasion
transactions lack- scheme with a
ing identification series of fictitious
credentials in this transactions, mak-
evasion scheme. ing it difficult for
tax auditors to
detect.

2 Identi- Ruan Tax evasion 1. Sales from Graph/ Social Formation Spark 10 fold
fying et al through  affiliate entities with low Network of nodes inner
suspicious transactions is tax rates to af- Analysis, and edge Cross
groups of a new strategy filiates with high Matching list, for- valida-
affiliated employed by tax tax rates at prices suspicious mation tion loop
trans- evaders. This tax higher than market network pat- of a
action evasion  strategy value. 2. Sales terns based graph.
based tax results in signifi- from entities with on recognized
evasion in cant losses to state  high tax rates to tax evasion
big data revenue. The tax affiliates with low patterns,

evasion  scheme tax rates at prices Classifica-
appears as legiti- lower than market tion using
mate transactions value. decision tree
within the group of classifier
companies. These algorithms
transactions  are to classify
diverse, complex, groups  en-
and involve hidden gaged in tax
interactions to evasion and
avoid tax obli- those that are
gations.  Current not based on
tax inspection differences
techniques are in tax rates,
time-consuming corporate net-
with lengthy work patterns,
processes, thus and abnormal
ineffective in tax  burdens
detecting tax compared
evasion  through to  industry
affiliate transaction norms.
schemes.

3 Predicting LismontTax avoidance not Graph/Social Net- Formation - Comparison
tax avoid- etal only yields the work Analysis, of node and of ac-
ance by benefit of reduced Classification edge lists, for- curacy
means tax payments but using the random mation of the rates and
of social also carries risks forest algorithm. graph, feature ROC
network such as penalties selection, and curves
analytics or fines imposed extraction.

by tax authorities.
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patterns makes
it increasingly
difficult for tax
inspectors to keep
up with them.
Therefore, due
to these limita-
tions, detecting tax
evasion  through
pattern  matching
requires a new,
more effective

approach.

such as trans-
action volume
anomalies,
mismatched
product cate-
gories traded
within the
taxpayer’s
business
scope,
actions
between
parent
subsidiary
companies.

trans-
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No Title Author Background Tax Avoid- Method Data Solution/ Evaluation
ance/Tax Evasion Used Tools of
Scheme Model
Perfor-
mance
Despite being
aware of these
risks,  taxpayers
continue to engage
in tax avoidance
practices. Factors
that drive taxpay-
ers to pursue tax
avoidance include
considerations
within social net-
work analysis.

4 TaxVis: Yu et Tax revenue losses Tax avoidance Social  net- Feature TaxVis Kurva
a Visual al in China due to through taxpayer work analy- extrac- Platftorm ROC
Sys- tax evasion reach networks/groups. sis, network tion, (an ap-
tem  for 22%.  The cur- embedding For- plication
Detect- rent trend in tax using the mation devel-
ing  Tax evasion  involves node2vec of the oped
Evasion scenarios that en- method, graph- by re-

Group. compass networks classification  network  searchers,
of multiple com- compari- of com- as an
panies. The use of son among pany output
pattern  matching LightGBM, group of  the
techniques has random for- transac-  study).
limitations because est, SVM, & tions.
the process of AdaBoost.
identifying  sus- Identifying
picious  network using  rules
patterns  requires regarding
the involvement of common
tax inspectors. The anomalies




344 a E-ISSN: 2656-8888 | P-ISSN: 2655-8807

Based on the comparison in Table 1, it is evident that the four pieces of literature share similarities
in highlighting the increasing complexity of tax evasion schemes. Currently, tax evasion schemes involve
networks of taxpayers and transactions among affiliated parties, making it difficult to identify tax avoidance
and evasion activities [22]. The literature also reveals that tax authorities face resource limitations and technical
constraints in detecting tax evasion schemes involving complex corporate networks.

The tax evasion schemes in the literature exhibit differences/variations. There are at least two varia-
tions of tax evasion schemes identified in these four pieces of literature, as follows:

¢ Tax evasion in indirect taxes such as Value Added Tax (VAT) and Goods and Services Tax (GST) involves
the issuance and use of invoices not based on actual transactions (fictitious). This scheme includes the
use of dummy companies to complicate detection processes by tax authorities [23].

» Tax Evasion in Direct Taxes Tax evasion in direct taxes, such as income tax, involves profit shifting from
taxpayers with higher tax rates to affiliated taxpayers with lower tax rates. These affiliated taxpayers
may be in the same country or across borders. Different tax rates in the same country can arise from
progressive tax rates, compensable losses, or tax facilities. Furthermore, differences in tax rates can
also arise due to variances between countries. Multinational corporations operate business units across
several different countries, and transfer pricing is a method commonly utilized by large companies to
measure the performance of each business line [24].

Most of the previous research on tax evasion detection has considered aspects of taxpayer networks. It
was felt that the proposals in previous research were still not comprehensive because they only involved some
parties, even though the tax evasion scheme involved many quite complicated relationships, so this research
aims to define the architecture and process to produce a comprehensive machine learning model design for
detecting tax evasion [25].

1.3. Tax Evasion Schemes

Advancements in information and communication technology provide opportunities for organizations
to enhance competitiveness and add value to their strategies. These improvements influence how organizations
interact with their business environment [26]. The Directorate General of Taxes (DGT) uses these advance-
ments to not only offer services but also to oversee, audit, and enforce law, particularly against non-compliant
taxpayers suspected of tax evasion. Document studies have identified four key tax evasion schemes that are the
focus of DGT’s examination and enforcement activities [27].

e Issuance and Use of False Tax Invoices (TBTS)

This tax evasion scheme involves issuing tax invoices without actual transactions. This research focuses
on TBTS invoices in circular trading scenarios, where a taxable entrepreneur (PKP) delivers goods or
services to end consumers, collects VAT, but does not issue tax invoices [28]. The invoices are useless to
end consumers as they do not file VAT returns. The PKP Seller then creates tax invoices to sell to other
PKPs, forming a series of fictitious transactions in a circular network, where no VAT is paid, complicating
detection by tax auditors.

* Unpaid Withholding Tax

The criminal offense of unpaid withholding tax is described in Article 39, paragraph 1, letter i of the UU
KUP, which states: “Anyone who deliberately fails to remit taxes that have been withheld or collected,
thereby causing losses to state revenue, is punishable by imprisonment for at least six months and at most
six years and a fine of at least two times the amount of unpaid tax and at most four times the amount of
unpaid tax.”

* Restitution Attempts

The criminal offense of restitution attempts is based on Article 39, paragraph 3 of the UU KUP, which
states: "Anyone who attempts to commit the criminal acts of misusing or unlawfully using a Tax Iden-
tification Number (NPWP) or Taxable Entrepreneur Registration (PKP) as referred to in paragraph (1)
letter b, or submitting a tax return and/or information that is not true or incomplete, as referred to in
compensation or tax credits, is punishable by imprisonment for at least six months and at most two
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years and a fine of at least two times the amount of restitution requested and/or compensation or cred-
its claimed and at most four times the amount of restitution requested and/or compensation or credits
claimed.”

Affiliated-Transaction-Based Tax Evasion (ATTE)

According to Article 33, paragraph (1) of Government Regulation No. 55 of 2022, affiliated transactions
involve relationships due to ownership, control, or family ties. In tax evasion, transfer pricing refers to
setting unreasonable prices within affiliated companies to reduce corporate income tax [29]. The goal is
to shift profits to other affiliated companies to offset losses or gain tax incentives, minimizing the group’s
overall tax. Transfer pricing can occur domestically or internationally, both aimed at reducing the group’s
tax liability.

The present study seeks to find out the moderating effect of a taxpayer’s network on his/her tax avoidance
by establishing the correlation between the centrality of the network and tax avoidance measures [30].
More precisely, the aim of the study focuses on establishing whether taxpayers’ level of connectivity or
degree centrality within the ownership structure affects their ETR, often used as a measure of tax evasion.

Based on the information on the corporate owners’ identities, the research builds an ownership network
where nodes are taxpayers, and links between them are ownership connections. Finally, degree centrality
which determines the number of direct contacts a taxpayer holds in this network for every taxpayer is
computed [31].

Therefore, we propose that a taxpayer’s network, based on their degree centrality in an ownership net-
work, influences their ETR. Through degree centrality, the taxpayers whose graph G has more ownership
connections are considered to have more opportunities and resources in deploying the strategies in avoid-
ing taxes [32]. This may lead to a lower ETR in comparison with the other taxpayers with a lower degree
centrality, though the latter may have fewer connections and fewer opportunities to practice evasion.

RESEARCH METHOD
This research is conducted in a qualitative way, because qualitative methods are good for studying a

phenomenon in more depth. It involves a literature review and information gathering through qualitative data
collection techniques [33]. The model’s performance was evaluated using several metrics, including accuracy,
precision, recall, and F1-score, with confidence intervals calculated to assess the reliability of these metrics.It
involves a literature review and information gathering through qualitative data collection techniques. Informa-
tion is collected through document studies by reviewing the relevant tax laws to understand the definition of
affiliated relationships [34]. The use of method in each research stages are as below:

2.1.

¢ Problem Formulation (Qualitative): Document Study

* Theoretical Framework Development (Qualitative): Systematic Literature Review, Literature Study, In-

terview

* Design of Machine Learning Model (Qualitative): Systematic Literature Review, Interview

Hypothesis

2.1.1. Null Hypothesis (H)

One cannot distinguish any differences in effective tax rate between taxpayers with low and high levels

of degree centrality in the ownership network.

H1 = fo = i3 = 0 = ik (1)
Where:

* u; represents the mean Effective Tax Rate (ETR) for the i-th class of taxpayers, categorized based on

their degree centrality in the ownership network.

* k is the total number of taxpayer classes.
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2.1.2. Alternative Hypothesis (H;)

For the taxes paid to the ownership network, it was revealed that taxpayers with higher degree cen-
trality have a significantly lower ETR than those with lower degree centrality. This hypothesis will be tested
using Analysis of Variance (ANOVA) to establish if variations of ETR by the classes of taxpayers based on
their degree centrality are statistically significant [35].

di,5 suchthat p; # py 2)
Where:

* At least one pair (4, j) exists such that the mean ETR for class ¢ is significantly different from the mean
ETR for class j.

2.2. Document Study

Document study was carried out by examining the Income Tax Law, to find out the definition of an
Affiliated-Transaction-Based Tax Evasion. The study uses Analysis of Variance (ANOVA) to analyze the dif-
ferences in the effective tax rates between distinct classes of taxpayers according to their degree centrality [36].
Therefore the hypothesis of the study is: The centrality of taxpayers in the network of taxpayers, which means,
how ‘connected’ they are to others in the network, affects their ETR and the corresponding tax avoidance
behaviors in a way that those with higher centrality behave differently from those of lower centrality [37].

2.3. Interview

Interview is used in several research steps, including problems definition, understanding the nature
of tax evasion. Interview was conducted with involved peoples with deferent roles [38]. It aims to obtain
information regarding the tax evasion schemes currently facing by DGT, as well as the infrastructure that
supports current data analysis. The target respondents of the interviews are shown as the Table 2.

Table 2. Hypothesis Test Results
No Respondent Total Information collected
Scheme for issuing and using tax invoices that

1 Tax Investigator 1 person .
& P are not based on actual transactions
2 Data Analyst 1 person Data sources, data quality, available tools
Data Warehouse .
3 1 person  Current data warehouse and Hadoop architecture
Developer

The table 2 summarizes interviews conducted with key individuals to gather insights on tax evasion
schemes and DGT’s data infrastructure. A Tax Investigator provided details on schemes involving the issuance
of tax invoices not based on actual transactions. A Data Analyst contributed information on data sources,
quality, and available analysis tools. Finally, a Data Warehouse Developer explained the current data warehouse
setup and Hadoop architecture, helping evaluate the infrastructure’s capacity for detecting complex tax evasion
schemes. These interviews provided essential perspectives from investigative, analytical, and technical angles.

2.4. Literature Study

Articles were selected to gain insights into research objectives, methods, and other aspects discussed
in articles on tax evasion, especially those related to computer sciences. Ten articles published between 2018
and 2023 were selected [39]. These articles were compared in terms of background, tax avoidance/evasion
schemes, methods used, and data utilized. Continuously, a technical design is made and finally a conclusion is
drawn [40].

2.5. Observation

Observations were carried out by accessing the DJP Integrated Data Warehouse, to find out available
tax data, size and growth of tax data.

As preparation for the ANOVA test that will examine the relationship between the independent vari-
able (taxpayer networks) and the dependent variable (tax avoidance behavior), some data manipulation is re-
quired. This includes normalizing the outdegree (degree centrality) and the Effective Tax Rate (ETR) before
classifying the taxpayers [41]. The steps are as follows:
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* Data Collection: Fiscal year 2022 tax return data, including information on commercial income, tax
due, and ownership relations between taxpayers, is used. The dataset contains 503,287 records and 7
columns. Sensitive taxpayer identification information is excluded [14].

¢ Qutlier Detection and Removal: The ETR values range from -1.27 (indicating tax refunds or negative
tax rates) to a maximum of 1555.58%, which indicates the presence of extreme outliers. Outliers are
detected and removed to improve the analysis.

» Standardization: It is important to ensure that all variables are on the same scale. Normalization im-
proves the efficiency and readability of the ANOVA, increasing the chances of rejecting a false null
hypothesis.

¢ Outdegree (Degree Centrality) Standardization:

1. Calculate the mean () and standard deviation (o) of the outdegree values.

2. Standardize the outdegree for each taxpayer using the formula:

Outdegree — Uoutdegree

Standardized Outdegree = 3)

OQutdegree

This ensures the outdegree values have a mean of 0 and a standard deviation of 1, making them
comparable across taxpayers.

« ETR (Effective Tax Rate) Standardization:
1. Calculate the mean (1) and standard deviation (o) of the ETR values.
2. Standardize the ETR for each taxpayer using the formula:

ETR — petr

OETR

Standardized ETR = 4)
Standardizing the ETR allows for comparison across taxpayers on a uniform scale, simplifying the
detection of significant differences during the ANOVA analysis.

2.5.1. Binning Process

Binning is a technique that classifies continuous variables into respective bins or classes. In this case,
the standardized outdegree and ETR values are used to partition the taxpayer population into different groups
for performing ANOVA.

2.5.2. Analysis of Variance (ANOVA)

ANOVA is a statistical technique used to compare the means of three or more groups to determine if
there are significant differences between them. In this study, ANOVA will be applied to answer the research
question, comparing the central tendencies of the ETR across taxpayer classes categorized by degree centrality.
The steps are as follows:

To perform the ANOVA test, the first step is to formulate the hypothesis. The null hypothesis (Hp)
states that all taxpayer classes have the same mean Effective Tax Rate (ETR), implying no effect of degree
centrality on tax avoidance behavior. In contrast, the alternative hypothesis (H;) suggests that at least one
taxpayer class has a different mean ETR, indicating that degree centrality influences tax avoidance behavior
[42]. Next, the mean ETR is computed for each taxpayer class based on their degree centrality, followed by
calculating the overall mean ETR across all taxpayer classes. The sum of squares, specifically the between-
group sum of squares (SSB), is then calculated to measure the variation in ETR between the taxpayer classes,
which involves summing the squared differences between each class mean and the overall mean, weighted
by the number of observations in each class [43]. Afterward, the F-statistic is determined by dividing the
mean square between groups (MSB) by the mean square within groups (MSW). The calculated F-statistic is
compared to a critical value from the F-distribution table based on the chosen significance level (e.g., « = 0.05)
and the degrees of freedom for the numerator (£ — 1) and the denominator (N — k). If the F-statistic exceeds
the critical value, the null hypothesis is rejected, indicating a statistically significant difference in mean ETRs
between at least two taxpayer classes. If the null hypothesis is rejected, it suggests that degree centrality has a
significant effect on tax avoidance behavior, as reflected in the differences in ETR among taxpayer classes.
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3.  FINDINGS

A literature study was conducted to explore current methods for detecting tax evasion, focusing on
affiliated transactions, identity matching algorithms, and transfer pricing. Affiliated transactions, as defined by
the Income Tax Act, involve relationships between parties that can impact transaction values. Identity matching
algorithms, such as Levenshtein and Jaro-Winkler, measure name similarity based on required changes, while
the Jaccard coefficient calculates dataset similarity by comparing intersections and unions. Transfer pricing, a
form of tax evasion, shifts profits to lower-tax jurisdictions, with Social Network Analysis (SNA) commonly
used to analyze taxpayer networks. Models are evaluated using techniques like 10-fold cross-validation and
ROC curve comparison. The challenge of missing identity identifiers in corporate networks but do not address
identity resolution, a key factor in graph analysis, where unique node identity is essential to avoid obscuring
results [44]. This study will focus on identity matching and resolution to build accurate taxpayer network
graphs, with a discussion on the utilization of big data analytics at the Directorate General of Taxes (DGT) to
detect tax evasion in complex networks. The dataset after outlier removal process comprises 418,484 taxpayers,
with key variables being outdegree and Effective Tax Rate (ETR). The outdegree shows that most taxpayers
have a single ownership connection, with an average of 1.05 and a standard deviation of 0.76. The range
extends from 1 to 166, but the majority are concentrated at 1, indicating minimal network complexity [45]. The
ETR has an average of 3.28%, with a standard deviation of 0.0523, reflecting low variability. Most taxpayers
have an ETR of 0%, with 75% paying 11% or less, and a maximum rate of 16%. Overall, the data suggests that

most taxpayers have simple ownership structures and very low tax rates, with a few exceptions. The descriptive
statistics of the dataset are as below:

Table 3. Descriptive Statistics of Taxpayer Dataset After Outlier Removal

Outdegree ETR

Count 418484.000000 418484.000000
Mean 1.050336 0.032790

Std 0.757554 0.052343

Min 1.000000 -1.270000

25% 1.000000 0.000000

50% 1.000000 0.000000

75% 1.000000 0.110000

Max 166.000000 0.160000

After standardization, both the outdegree and Effective Tax Rate (ETR) have means close to zero and
standard deviations of one, making them directly comparable. The outdegree now has a mean of nearly zero,
with most taxpayers clustered around this value. The standardized ETR also has a mean close to zero, but it
shows more variability, with values ranging from 24.89 to 2.43.

The 25th and 50th percentiles of the ETR are at 0.626, indicating that a significant portion of taxpayers
have below-average ETRs, while the 75th percentile is at 1.48, showing that the top 25% have notably higher
tax rates. Overall, the standardization process has effectively centered both variables, but the ETR still exhibits
considerable variation across taxpayers [46]. The detail descriptive statistics of the standardize data are as
below:

Table 4. Descriptive Statistics of Standardized Outdegree and ETR
Outdegree ETR

Count  4.184840e+05  4.184840e+05
Mean 1.216289%-16  1.967226e-16

Std 1.000001e+00  1.000001e+00
Min -6.644607e-02  -2.488954e+01
25% -6.644607e-02  -6.264459¢-01
50% -6.644607e-02  -6.264459e-01
75% -6.644607e-02  1.475082e+00
Max 2.177399e+02  2.430322e+00

Taxpayers are categorized into three classes based on their standardized outdegree values. The classi-
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fication is as follows:

* Class 3: Taxpayers with a standardized outdegree greater than or equal to 4 are placed in this class. These
taxpayers have the highest degree centrality within the ownership network, indicating a more complex
network structure.

e Class 2: This class includes taxpayers whose standardized outdegree falls between 0 and 4. These
individuals have moderate network centrality, suggesting a more typical or average level of ownership
connections.

e Class 1: Taxpayers with a standardized outdegree less than 0 are categorized into this class. They have
the lowest network centrality, indicating simpler ownership structures with fewer connections.

This categorization helps to analyze and compare the behavior of taxpayers across different levels of
network complexity.

Table 5. Classification of Taxpayers by Standardized Outdegree
QOutdegree Class Number of Taxpayer

1 412437
2 3729
3 2318

Based on the ANOVA analysis using the standardized data, the results indicate a significant difference
in Effective Tax Rate (ETR) across the three taxpayer classes categorized by their standardized outdegree.
The F-statistic obtained from the ANOVA is 75.06, which measures the ratio of the variance between the
classes to the variance within the classes. A higher F-statistic suggests a greater difference between the groups
compared to within-group variation [47]. The p-value associated with this F-statistic is extremely small, at
approximately 6.34x10 -33. This p-value is far below the conventional significance level (e.g., 0.05), indicating
that the differences in ETR across the different taxpayer classes are statistically significant. Therefore, we can
confidently reject the null hypothesis, which would have suggested that there is no difference in ETR between
the classes based on their standardized outdegree. In summary, the ANOVA results strongly suggest that the
level of network centrality, as measured by standardized outdegree, has a significant impact on a taxpayer’s
Effective Tax Rate.

3.1. Tax Evasion Schemes Faced by DGT
Based on interviews and document studies conducted, there are two tax evasion schemes that are the
focus of DGT’s examination and law enforcement activities:

¢ Issuance and Use of Tax Invoices Not Based on Actual Transactions (TBTS) In this scheme, the taxable
entrepreneur (PKP) sells goods or services to the end consumer and collects VAT but does not issue a tax
invoice. The tax invoice is not valuable to the end consumer as they do not report the VAT Return (SPT)
and do not credit the input tax listed in the tax invoice. Subsequently, the PKP issues a tax invoice for the
sale to sell to another PKP. A series of fake transactions are created to complicate detection by tax exam-
iners, forming a circular network, resulting in no VAT being paid from these false transactions. Figure 1
provides a simple illustration of circular trading; however, in reality, the false transaction network used
to conceal the sale of TBTS invoices is more complex.

c
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Ficttous transaction

JERN E—
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(VAT Enterprise)  — Ssles g AT Enterprise]
besed
Real Transaction .

—
Fictitous ransactian

Fietiion
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Final Consumer ] |
(Non VAT Enterprise) [VAT Enterprize)

Figure 1. Illustration of Circular Trading
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 Related Party Transactions or Transfer Pricing

Transfer pricing in the context of tax evasion refers to the policy of setting unreasonable prices within
an affiliated group of companies to reduce corporate income tax payments. The focus of transfer pricing
schemes is on shifting taxable profits to affiliated companies, thereby reducing overall tax payments
due to differences in tax rates, loss compensation at the receiving company, or tax facilities resulting in
lower taxed transferred profits. Transfer pricing within a group can be divided into domestic transfer
pricing and international transfer pricing. These schemes are used to shift profits to affiliated companies,

reducing the total tax paid by the group.

The definition of related parties is stipulated in the Income Tax Law. According to Article 18 paragraph

(4) of the Income Tax Law, a special relationship is considered to exist if:

1. A taxpayer directly or indirectly owns at least 25% of another taxpayer.

[a) caghal
Gumnriip

| Direct ownamhip | [ Indice ct owmazhip |

Figure 2. Ownership of 25%

Figure 2 depicts a simple network where one entity (L.2) owns 25% or more of another entity (C2).
This ownership structure indicates that L2 exerts significant control over C2, making it a part of an
affiliated network for tax purposes.

. The relationship between taxpayers involves at least 25% ownership in two or more other taxpayers

Control Control

transaction

Figure 3. Ownership of 25% in more than one taxpayer

Figure 3 represents a more intricate network where one entity, L1, holds 25% or more ownership
in two separate entities, C1 and C2. This scenario is more complex because L1 not only controls
C1 but also exerts significant influence over C2. This dual ownership allows L1 to coordinate
transactions between C1 and C2 to further its objectives, including tax avoidance or evasion.

In the context of the study, this figure highlights how the control exerted by a single parent entity
over multiple subsidiaries increases the complexity of the network. Tax authorities need advanced
tools like artificial intelligence and social network analysis to detect these sophisticated evasion
strategies, as traditional audit techniques may fail to uncover hidden relationships and manipulated
transactions [48]. This figure also underscores the importance of analyzing ownership percentages
in tax audits, as control over multiple entities can significantly impact tax compliance.

. Several taxpayers are under the same control.

Controlling several taxpayers This figure represents a more complex network where L1 controls
both C1 and C2, with ownership percentages greater than or equal to 50% between them. Addi-
tionally, transactions occur between C1 and C2, indicating possible transfer pricing or tax evasion
practices within the network, as profits may be shifted between these entities to lower tax liabilities.
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Figure 4. Controlling several taxpayers

4. Family Relationship.
Family relationships by blood or marriage in a straight line or one degree sideways. Special re-
lationships can also occur from combinations of these relationships. Companies engaging in tax
evasion schemes will attempt to conceal special relationships within a complex network. For ex-
ample, special relationships involving combined connections are as follows:

. relationship Capital
Capital ownership
ownership »= 25%

>=50%
Capital

ownership

>=50%
transaction

Figure 5. Family relationship

C2 and C3 have a special relationship because both companies are owned by individuals who have
familial ties and hold more than 25% of the shares in each company. The fairness of the pricing of
transactions between C2 and C3 may be influenced by this special relationship.

3.2. Proposed Analytical Process for Detecting Tax Evasion

The steps required in analyzing tax evasion begin with constructing a graph depicting various rela-
tionships between taxpayers. Nodes in this graph represent taxpayers and other related parties. Edges represent
numerous relationships, such as ownership, debt relationships, shared directors and commissioners, family re-
lationships between individuals, transactions of goods or services between taxpayers, and import/export trans-
actions by taxpayers. The steps include:

3.2.1. Graph Construction

Graph construction involves identity matching, resolution, and record linkage as part of Master Data
Management activities. This is necessary due to data quality issues forming the relationships between taxpay-
ers.

¢ Identity Matching and Resolution

Transactions without identity identifiers pose a challenge in graph construction. Transaction data involv-
ing relationships between taxpayers and other parties, both in annual tax return and external data, often
lack validation of identity identifiers like NPWP and NIK for Indonesian taxpayers. Additionally, trans-
actions involving foreign taxpayers typically only list names, addresses, and countries, which are prone
to errors and inconsistencies. This negatively impacts the graph’s accuracy.

The proposed solution is to implement identity matching and resolution processes as part of Master Data
Management. Identity matching cannot be accomplished solely with SQL; Taxpayer data that cannot
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be recognized based on the main identifying attribute, will be matched based on the similarity of values
from several other identifying attributes. The comparison involves the weighting of each attribute used as
well as several algorithms that are often used in identity matching. Taxpayer identity matching compares
the similarity of 7 attributes, and for these attributes it is necessary to give a weight that determines
how much similarity in these attributes determines the data match with the taxpayer reference [49]. The
attributes used in identity matching include the location and characteristics of the person or organization.
The possibility of finding a number of people with similar characteristics such as name or place of birth
in a wider location (e.g. city) is greater than in a narrower location (e.g. neighborhood). Therefore, the
weight for similarity of the broader location (city) of the 2 entities being compared is given a smaller
value than the narrower location. The resulting graph, built from nodes and edges processed through
identity matching and resolution, shows high accuracy.

* Transformation into Graph Data Format

Add to Master Data

Perform Identity Perform
Matching between Record ’ Forma
Transaction and Linkage Graph
Master Data
1 Yes
Financtial Report Data

* Shareholder Data

« Corporate Taxpayer Management Data

« Family Card Data Do the Merge

* Tax Invoice Data

Figure 6. Taxpayer Graph Construction

Figure 6 illustrates the process of constructing a taxpayer network graph through identity matching and
data merging. It starts by collecting financial data, including shareholder, taxpayer management, family
card, and tax invoice data. The system performs identity matching between transaction and master data.
If a match is found, the records are merged; if not, unmatched entities are added to the master data [50].
Afterward, record linkage is performed to connect data across various sources, forming a graph where
nodes represent taxpayers and edges represent their relationships, such as ownership or transactions. This
graph enables tax authorities to analyze complex networks for detecting tax evasion schemes.

3.2.2. Analysis for Detecting Tax Evasion

Tax evasion detection analysis is performed using the constructed graph data. Based on previous research,
tax evasion detection can be approached in two ways:

Data Warehouse Al and Analytics Services

Feature Extraction Train Machine Learning

Relational Database Lol (Individual | Rl T E
Characteristics) 3

H k Data Labeling Datasets Repository '3
ETL Processes

Detection

Publish model as an API

Feature Extraction
(Network

teristics)
Graph Database

Network Analytics

Figure 7. Process Design and Architecture
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* Network Pattern Matching

Network pattern matching is based on predefined tax evasion network patterns. If the graph data is stored
in a graph database like Neo4J, searching for taxpayer networks based on a pattern can be done by writing
queries called Cypher.

¢ Classification

Detection of tax evasion using this approach is accomplished by training a predictive model built with
features that encompass both individual taxpayer characteristics, network metrics, and several indicators
indicating conformity with characteristics of taxpayers involved in tax evasion.

4. MANAGERIAL IMPLICATIONS

This study provides significant managerial insights for tax authorities, particularly the Directorate
General of Taxes (DGT), and other tax enforcement stakeholders. It underscores the importance of integrating
Al and big data analytics into tax systems to detect tax evasion within complex corporate networks. Tax
administrators should invest in Al-driven tools to map taxpayer networks, identify suspicious activities, and
automate fraud detection. Leveraging Social Network Analysis (SNA) and machine learning can improve
decision-making and compliance, reducing revenue loss.

The study also stresses the need for collaboration between DGT and financial institutions through
data-sharing agreements for more effective network analysis. Enhancing information exchange and aligning
with Sustainable Development Goals (SDGs) can promote transparency, accountability, and fairness in tax
collection, contributing to economic equity and development.

5. CONCLUSION

Tax evasion schemes are becoming increasingly complex, involving corporate networks where per-
petrators create intricate webs of companies and transactions to conceal their activities. The large volume of
transactions and issues related to data quality have rendered current tax inspection techniques ineffective in
detecting such evasion. This research addresses these challenges by proposing the use of big data analytics and
artificial intelligence to build capabilities for detecting tax evasion in complex corporate networks.

The proposed approach involves the formation of graphs and the use of Social Network Analysis
(SNA) for tax evasion detection, including schemes like issuing invoices without actual transactions and transfer
pricing through special relationships. Graph formation incorporates identity matching and resolution, supported
by the selection of identity matching algorithms. Our experiments demonstrate that combining the Levenshtein
and Jaccard algorithms yields the best performance in terms of accuracy, precision, and recall. This method
allows for more accurate mapping of taxpayer networks and better detection of evasion activities.

The findings suggest that network centrality plays a crucial role in tax evasion. Specifically, taxpayers
with higher degree centrality, such as those in Taxpayer Class 3 (mean ETR of 1.5%), are more likely to engage
in tax avoidance compared to Class 1 (mean ETR of 2.5%) and Class 2 (mean ETR of 4.5%). The ANOVA
analysis, with an F-statistic of 75.06 and a p-value of 6.34x10+33, confirms the statistical significance of these
differences, highlighting the influence of network complexity on tax avoidance behavior.

Moreover, the proposed integration of artificial intelligence into the Directorate General of Taxes
(DGT)’s existing systems can greatly improve the effectiveness of tax enforcement, particularly in detecting
sophisticated evasion strategies that are difficult to identify through traditional audit methods. This research
also aligns with several Sustainable Development Goals (SDGs) by promoting transparency, accountability,
and equity in tax systems. Future research should explore the scalability of this model across different jurisdic-
tions and its application to a broader range of tax evasion schemes. Additionally, enhancing data quality and
expanding the dataset to include more diverse taxpayer profiles could further improve the model’s accuracy and
reliability in detecting tax evasion.
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